DEPARTMENT OF HEALTH & HUMAN SERVICES Office of Inspector Generai
Office of Audit Services

REGION IV
Room 3T41
61 Forsyth Street, S.W.
Atlanta. Georgia 30303-8909

JUN 91399
CIN: A-04-99-03012

Mr. Curtis W. Lord

President and CEO

First Coast Service Options, Inc.
532 Riverside Avenue
Jacksonville, Florida 32202

Dear Mr. Lord:

We have enclosed two copies of our report on the United States Department of Health and
Human Services (HHS), Office of Inspector General (OIG), Office of Audit Services’ (OAS)
report entitled, Assist Audit of the Health Care Financing Administration’s Fiscal Year 1998
Financial Statements at First Coast Service Options, Inc. Also, we forwarded a copy of this
report to the action official named below for his/her review and any action deemed necessary.

The Department of Health and Human Services action official will make the final determination
as to actions that need to be taken on all matters reported. We request that you respond to the
official within 30 days from the date of this letter. Your response should present any comments
or additional information that you believe may have a bearing on this final determination.

In accordance with the principles of the Freedom of Information Act (Public Law 90-23) OIG,
OAS reports issued to the Department’s grantees and contractors are made available, if
requested, to members of the press and general public to the extent information contained therein
is not subject to the exemptions in the Act which the Department chooses to exercise (see 456
Code of Federal Regulations Part 5).

To facilitate identification, please refer to Common Identification Number (CIN) A-04-99-03012
in all correspondence related to this letter.

Sincerely yours,

(ool o=

Charles J. Curtis
Regional Inspector General
for Audit Services, Region IV
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Direct Reply to HHS Action Office:

Rose Crum-Johnson, Regional Administrator
Health Care Financing Administration

U.S. Department of Health and Human Services
61 Forsyth Street, S.W., Suite 4120

Atlanta, Georgia 30303
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EXECUTIVE SUMMARY

l BACKGROUND I

The Health Care Financing Administration (HCFA), an agency of the U.S. Department of Health
and Human Services (HHS), has primary responsibility for administering the Medicare program.
The agency carries out most Medicare operational activities through contractors that include
fiscal intermediaries (FI), carriers, durable medical equipment regional carriers (DMERC),
regional home health intermediaries (RHHI), and peer review organizations (PRO). First Coast
Service Options. Inc. (FCSO) serves as both the FI and carrier for the State of Florida.

In Fiscal Year (FY) 1998, 39.2 million beneficiaries were enrolled in the Medicare program
nationwide, and HCFA incurred $213.8 billion in Medicare benefit payments expenses for health
care services.

The Chief Financial Officers (CFO) Act of 1990 requires the head of each executive agency to
annually prepare and submit financial statements to the U.S. Office of Management and Budget
(OMB). These financial statements should fully disclose the financial position and results of
operations for all trust and revolving funds, and, to the extent practical, each office, bureau, and
activity of the agency which performed substantial commercial functions during the preceding
FY.

The CFO Act also requires the Inspector General (IG), for each agency having an IG, to audit the
financial statements in accordance with applicable generally accepted government auditing
standards. The 1G may select an independent external auditor to conduct the audit.

In addition, the CFO Act requires each agency to improve its systems of financial management,
accounting. and internal controls to assure the issuance of reliable financial information.

The Balanced Budget Act of 1997 (BBA) adds additional requirements HCFA must implement
and enforce with regards to the Medicare program. These additional requirements apply to both
beneficiaries, in terms of the amount of services which will be covered, and to providers, in
terms of the reimbursement for seérvices and other factors.

I OBJECTIVES I

Our agency's overall audit objective is to express an opinion on HCFA’s FY 1998 combined
financial statements and to report on the statements’ compliance with laws and regulations. An
aspect of the overall work is to determine whether the Medicare fee-for-service benefit payments
expenses are made in accordance with the provisions of Title XVIII and implementing
regulations in Title 42 of the U.S. Code of Federal Regulations (42 CFR). Specifically, we were




to determine if services were: (1) furnished by certified Medicare providers to eligible
beneficiaries; (2) reimbursed by Medicare contractors in accordance with Medicare laws and
regulations; and (3) medically necessary, accurately coded, and sufficiently documented in the
beneficiaries' medical records.

Our audit procedures have been designed exclusively for Medicare claims-based fee-for-service
benefit payments expenses. A separate audit approach for non-claims-based benefit payments
was also developed for use by independent auditors under contract with the Office of Inspector
General (OIG). The audit is to be performed in accordance with generally accepted government
auditing standards.

I SUMMARY OF FINDINGS I

We selected a stratified random sample of 50 beneficiaries for whom FCSO had adjudicated 818

- claims during the first quarter of FY 1998 -- our audit period. The FCSO paid $393,777 for these
claims. With the assistance of FCSO and PRO medical review personnel, we identified
overpayments totaling $10,105 for these claims. The overpayments occurred for various reasons,
including insufficient documentation, incorrect coding of procedures, and lack of medical
necessity. Complete listings of the errors with the reasons for the errors are provided in
Appendices A and B to this report.

Independent auditors under contract with the OIG identified reportable conditions with respect to
electronic data processing controls and non-claims activities. These reports have been presented
to FCSO (see Appendices C and D).

Recommendations
We recommend that FCSO:

o Initiate recovery of the overpayments and periodically provide us with the status
of recovery actions; and address the recommendations made by the independent
auditors and provide us a copy of FCSO’s responses with respect to EDP controls
and non-claims activities.

Comments by BCBSFL

In their written response to our draft report, FCSO officials agreed with the overpayments
identified in the report and have recovered 94% of those identified. They also stated that once
they receive the format from HCFA for reporting the overpayments, they will begin reporting the
recoveries. In addition, they stated they have, where appropriate, undertaken corrective actions
on the recommendations/findings the independent auditors included in their draft reports
regarding the EDP controls and non-claims activities.

i




INTRODUCTION

The objective of our review at FCSO was to test a sample of claims FCSO adjudicated during
the first quarter of FY 1998 (October 1, 1997 through December 31, 1997). This quarter was 1
of 12 contractor quarters our headquarters randomly selected nationwide for review. This audit
is a part of our agency’s overall audit of HCFA's FY 1998 financial statements.

l BACKGROUND I

Congress established Medicare under Title XVIII of the Social Security Act by enacting the
Social Security Amendments of 1965. Legislated as a complement to Social Security retirement,
survivors, and disability benefits, Medicare originally covered people age 65 and over. In 1972,
Congress broadened the program to cover the disabled, those with end-stage renal disease, and
certain others who elect to purchase Medicare coverage.

The HCFA, an agency of HHS, has primary responsibility for administering Medicare. This
responsibility includes: formulation of policy and guidelines; contract oversight and operation;
maintenance and review of utilization records; and general financing. The HCFA carries out
most Medicare operational activities through contractors including Fls, carriers, DMERCs,
RHHIs, and PROs. In FY 1998, 39.2 million beneficiaries were enrolled in Medicare, and
HCFA incurred $213.8 billion in Medicare benefit payments expenses for health care services.

Medicare is a combination of two programs - the Hospital Insurance (HI) and Supplementary
Medical Insurance (SMI) programs. Each program has its own enroliment, coverage, and
financing.

HI Program

The HI program, also known as Part A, is generally provided automatically to people age 65 and
to most persons who are disabled for 24 months or more who are entitled to either Social
Security or Railroad Retirement benefits. Most HI enrollees do not pay any enrollment
premium, but some who are otherwise unqualified for Medicare may purchase HI coverage if
they also elect to purchase SMI coverage.

The HI program pays participating hospitals, skilled nursing facilities (SNF), home health
agencies, and hospice providers for covered services rendered to Medicare Part A enrollees. The
FIs process and pay both Part A and outpatient Part B claims.

The HI program is financed primarily through employers’ and employees’ contributions from
taxable earnings into the HI trust fund. Employers and employees each currently contribute
through a mandatory payroll deduction of 1.45 percent of taxable earnings. Self-employed
individuals currently contribute 2.90 percent of their taxable earnings.




SMI Program

The SMI program, also known as Part B. is optional and available to: almost all resident citizens
age 65 and over; certain aliens age 65 and over -- even those not entitled to Part A based on
eligibility for Social Security or Railroad Retirement benefits; and disabled beneficiaries entitled
to Part A benefits. Almost all HI eligibles enroll in the SMI program.

The SMI program covers physician services as well as certain non-physician services including:
clinical laboratory tests; durable medical equipment (prosthetics and orthotics); flu vaccinations;
drugs which cannot be self-administered (except certain anticancer drugs); most supplies;
diagnostic tests; ambulance services; some therapy services; and certain other services Part A
does not cover.

The SMI program is financed through monthly beneficiary premium payments (usually deducted
from Social Security benefits) along with significant contributions from general revenues of the
Federal Government. Carriers process and pay Part B claims.

Benefit Payments

For both Parts A and B, beneficiaries are responsible for charges not covered by the Medicare
program as well as any applicable deductibles and coinsurance. For example, Medicare usually
pays 80 percent of allowed Part B services. The beneficiary is responsible for the remaining 20
percent as well as an annual deductible.

In FY 1998, FCSO as both FI and carrier, reported $8.452 billion in total funds expended on the
HCFA Form 1522s for Medicare Part A and Part B. Of that amount, FCSO reported $2.072
billion during the first quarter. The HCFA utilizes total funds expended amounts from the
HCFA Form 1522s to calculate the Medicare benefit payments expenses reported in their
financial statements.

Legislative and Other Requirements

The CFO Act of 1990 requires the head of each executive agency to annually prepare and submit
financial statements to the U.S. OMB. These statements should fully disclose the financial
position and results of operations for all trust and revolving funds, and to the extent practical,
each office, bureau, and activity of the agency which performed substantial commercial functions
during the preceding FY.

The CFO Act also requires the 1G, for each agency having an 1G, to audit the financial statements
in accordance with applicable generally accepted government auditing standards. The IG may
select an independent external auditor to conduct the audit.

In addition, the CFO Act requires each agency to improve its systems of financial management,
accounting and internal controls to assure the issuance of reliable financial information.




The BBA, signed into law in August 1997, is set to balance the budget by 2002. The changes
specifically affecting Medicare are as follows:

Creating a National Bipartisan Commission on the Future of Medicare
Limiting growth rates for hospital and physician payments

Restructuring payment methods

Reducing update factors for the Prospective Payment System (PPS)
Modifying the Graduate Medical Education policies by providing incentives to
decrease the number of medical residents

Reducing payment levels for private plans

® Introducing new plans Medicare beneficiaries may choose from instead of the
traditional system, including:

medical savings accounts;

provider sponsored organizations;

unrestricted fee-for-service; and

a reduction in the variations of payments to plans in different parts of the
country.

vy v v Vv

The BBA also slows the growth of Medicare spending by $115 billion over $ years.

I OBJECTIVES I

Our agency's overall audit objective is to express an opinion on HCFA’s FY 1998 combined
financial statements and to report on the statements’ compliance with laws and regulations. One
aspect of our overall work is to determine whether the Medicare fee-for-service benefit payments
expenses are made in accordance with the provisions of Title XVIII and implementing
regulations in Title 42 of the U.S. CFR (42 CFR). Specifically, we were to perform substantive
tests on claims FCSO adjudicated during the first quarter of FY 1998 (October 1 through
December 31, 1997) for a sample of 50 beneficiaries.

Our testing was to determine if services were: (1) furnished by certified Medicare providers to
eligible beneficiaries; (2) reimbursed by Medicare contractors in accordance with Medicare laws
and regulations; and (3) medically necessary, accurately coded, and sufficiently documented in
the beneficiaries' medical records.

| SCOPE AND METHODOLOGY I

We performed our review from July 1998 to February 1999 at the FCSO offices in Jacksonville.
Florida and the OIG offices in: Jacksonville, Florida; Birmingham. Alabama; Atlanta, Georgia:




Boston, Massachusetts; Baltimore, Maryland; and various provider offices in central and
southern Florida. We provided FCSO officials copies of our draft report for their review on
April 29. 1999 and invited them to comment on the report contents. The relevant comments are
summarized after each finding and the comments are appended in their entirety to this report as
Appendix E.

We conducted our audit in accordance with Government Auditing Standards issued by the
Comptroller General of the United States, financial statement audit methodologies prescribed by
the U.S. General Accounting Office (GAO), and OMB Bulletin 93-06, “Audit Requirements of
Federal Financial Statements.” These standards require that we plan and perform our audit to
obtain reasonable assurance that HCFA's financial statements are free of material misstatement
and that HCFA, as well as Medicare contractors such as FCSO, have complied with applicable
laws and regulations.

In addition to our work, independent public accounting firms (Emst & Young [E&Y] and Clifton
Gunderson L.L.C.) contracted with HHS, OIG to review various matters collateral to our audit,
including electronic data processing (EDP) controls and non-claims activities. The results of
these reviews were reported separately to FCSO.

We relied on substantive tests of FCSO’s adjudicated claims to determine the propriety of
Medicare benefit payments expenses FCSO reported to HCFA. To perform our substantive tests,
OIG headquarters first randomly selected 12 contractor FY quarters (primary sampling unit) for
review. The first quarter of FY 1998 (October 1 through December 31, 1997) for FCSO was one
of the quarters selected.

Our substantive testing universe consisted of $2,021,610,994 FCSO paid during the first quarter
of FY 1998 for 13,801,809 claims for services provided to 1,998,189 beneficiaries. For the same
period, FCSO reported a greater amount ($2,071,976,674) as net expenses on the HCFA Form
1522s. Net expenses reflect claims paid plus or minus costs associated with non-claims
activities. In this instance, net expenses were $50,365,681 less than the amount paid for claims;
that is, non-claims activities (cost report settlements, overpayment collections, periodic interim
payments, etc.) served to reduce total expenses. Other independent auditors under contract with
OIG audited these non-claims activities.

We selected a stratified random sample of 50 beneficiaries (secondary sampling unit) from
automated claim files FCSO provided containing all claims FCSO adjudicated during our audit
period. Prior to selecting the sample of beneficiaries, we reconciled these files to: (1) FCSO’s FI
and carrier check registers; and (2) Medicare benefit expenses FCSO reported on the HCFA
1522s for the first quarter of FY 1998.

The FCSO adjudicated 818 claims for the 50 beneficiaries. The 818 claims consisted of 108 FI
claims and 710 carrier claims for which FCSO paid a total of $393,777 ($294,510 for FI claims
and $99,267 for carrier claims).




After we identified the claims for the beneficiaries in the sample, we determined whether the
claims were: (1) for covered services furnished by eligible providers to eligible beneficiaries; (2)
reimbursed by FCSO in accordance with Medicare laws and regulations. and (3) medically
necessary, accurately coded and documented in beneficiary medical records. To accomplish
these objectives. we performed audit steps to verify:

° the FCSO included all payments in the monthly HCFA Form 1522 under the
caption “Total Funds Expended This Month™ for each month in the quarter;

° the providers and beneficiaries were Medicare eligible;

L Medicare was the correct primary/secondary payer;

° any coinsurance and deductible amounts were correct;

. the FCSO paid only once for a service (i.e., did not pay for duplicate claims); and
° the FCSO paid the correct amount to the providers and beneficiaries.

We obtained assistance from FCSO and Florida Medical Quality Assurance, Inc., (the Florida
PRO) medical review personnel to review the selected claims. The medical review personnel for
these organizations determined if the paid claims were for services actually provided, correctly
coded, medically necessary, and supported by medical records.
We used the following Medicare claim categories to report our substantive testing results:

o Hospital Inpatient - PPS;

. Hospital Inpatient - Non-PPS;

o SNF Inpatient;

] End Stage Renal Disease (ESRD);

o Hospital and SNF Outpatient;

. Ambulatory Surgery; and

® Part B Services Paid by Carriers, such as:
> Physician Services;
> Clinical Laboratories; and
> Ambulance Services.

For the claim types listed above we performed tests to ensure compliance with the Medicare laws
and regulations.




FINDINGS AND RECOMMENDATIONS

We identified overpayments of $10,105 in the sample of $393,777 of Medicare benefit payments.
Other independent auditors under contract with OIG identified controls that FCSO needs to
improve relative to certain controls and non-claim transactions.

SUBSTANTIVE TESTING RESULTS

With the assistance of FCSO and the Florida PRO, we identified overpayments totaling $10,105
($7,637 in FI payments and $2,468 in carrier payments). We did not identify any underpayments.
See Appendix A for a listing of the dollar amounts of errors and number of errors by claim type.
See Appendix B for a list of all the errors by claims and number of services questioned for each
claim along with the reason for each error.

We relied on the following criteria to identify errors.

Federal regulations require that Medicare providers maintain medical records that contain
sufficient evidence to support, as applicable, admissions, services furnished, diagnoses,
treatments performed and continued care for claims billed.

The Social Security Act §1862 states that no payment under Medicare Part A and Part B can be
made for items and services which: (1) are not reasonable or necessary; or (2) do not contribute
meaningfully to the treatment of an illness or injury or the functioning of a malformed body
member (i.e., personal comfort items).

The Medicare Carriers Manual (MCM), Part 3, §5114 states that if the sum of the payment
allowance for the separately billed tests exceeds the payment allowance for the battery that
includes the tests, the carrier should make payment at the lesser amount for the battery of tests.

The MCM Part 3, §4824, states that because the Medicare fee schedule amount for surgical
procedures includes all services that are part of a global surgery package, carriers should not pay
more than the fee schedule amount when a bill is fragmented.

Intermediary Letter 372 addresses the billing of professional services by a physician in a teaching
setting when residents are involved. In essence, the physician billing for the services must have
either performed the service or have been present and supervised the resident when the service
was performed.

The MCM Part 3, §5246.4, specifies that when a carrier determines that a less expensive level of
service than that which was billed would have met the patient's medical needs or was actually
furnished, the carrier must reimburse the provider for the less expensive level of service.

Recommendations

We recommend that FCSO initiate recovery of the overpayments and periodically provide us
with the status of recovery actions.




RESPONSE BY FCSO OFFICIALS

The FCSO officials, in their written response to our draft report, agreed with the overpayments
identified in the report and have recovered 94% of those identified. They also stated that once
they receive the format from HCFA for reporting the overpayments, they will begin reporting the
recoveries.

RESULTS OF WORK PERFORMED BY OTHERS

Ernst & Young and Clifton Gunderson L.L.C. contracted with OIG to review EDP controls and
non-claims activities at FCSO. They issued a total of five reports containing findings and
recommendations to management.

Four reports were issued to FCSO in August and September, 1998 addressing different aspects of
the EDP review for FY 1998. They were: (1) Application Controls Review of the Common
Working File; (2) Follow-Up EDP Controls Assessment (general controls);

(3) Follow-Up Application Controls Review of the FSS; and (4) Application Development and
Program Change Control at FSS Maintainer.

A fifth report was issued in January 1999 with findings covering non-claims activities.
Generally, FCSO agreed with the findings in all the reports.

Recommendation

We recommend that FCSO address the recommendations made by the independent auditors and
provide us a copy of FCSO’s responses with respect to EDP controls and non-claims activities.

RESPONSE BY FCSO OFFICIALS

The FCSO officials, in their written response to our draft report, stated they have, where
appropriate, undertaken corrective actions on the recommendations/findings the independent
auditors included in their draft reports regarding the EDP controls and non-claims activities.




AT BLUE CROSS AND BLUE SHIELD OF FLORIDA

AUDIT OF HCFA'S FINANCIAL STATEMENTS

FOR FISCAL YEAR 1998

APPENDIX A
Page 1 of 2

DOLLAR AMOUNT OF ERRORS BY TYPE OF CLAIM

The listing below shows the dollar amount of errors by type of claim. We calculated the percent
of errors by dividing the Dollar Errors Identified by the Dollars Reviewed for each type of claim.
For example, for Hospital Inpatient-PPS, dividing $7,625.98 by $223,922.38 resulted ina 3.41%
error. These percentages are for informational purposes only regarding the claims in the sample.
They cannot be used to derive any conclusions regarding Blue Cross Blue Shield of Florida’s

paid claims universe by type of claim.

TYPE OF DOLLARS DOLLAR ERRORS PERCENT OF
CLAMM REVIEWED IDENTIFIED ERRORS
Hospital $223,922.38 $ 7,625.98 3.41%

Inpatient-PPS
Hospital $13,995.83 $-0- 0.00%
Inpatient-Non-PPS
SNF Inpatient $41,789.84 $ -0- 0.00%
ESRD $6,353.88 $-0- 0.00%
Hospital, SNF $6,597.77 $11.46 A17%
Outpatient
Ambulatory $1,849.80 $-0- 0.00%
Surgery
SUBTOTAL $294,509.50 $7,637.44 2.59%
Part B $99,267.44 $2,467.76 2.49%
TOTAL $393,776.94 $10,105.20 2.57%




AT BLUE CROSS AND BLUE SHIELD OF FLORIDA

AUDIT OF HCFA’S FINANCIAL STATEMENTS

FOR FISCAL YEAR 1998

APPENDIX A
' Page 2 of 2

NUMBER OF CLAIMS WITH ERRORS BY TYPE OF CLAIM

The listing below shows the number of claims with errors by type of claim. We calculated the
percent of errors by dividing the Claim Errors Identified by the Claims Reviewed for each type
of claim. For example, for Hospital Inpatient - PPS, dividing 3 by 29 resulted in a 10.34% error.
These percentages are for informational purposes only regarding the claims in the sample. They
cannot be used to derive any conclusions regarding Blue Cross Blue Shield of Florida’s paid

claims universe by type of claim.

TYPE OF CLAIMS CLAIM ERRORS PERCENT OF
CLAIM REVIEWED IDENTIFIED ERRORS
Hospital 29 3 10.34%

Inpatient-PPS
Hospital 4 0 0.00%
Inpatient-Non-PPS
SNF Inpatient 7 1 14.29%
ESRD 8 0 0.00%
Hospital, SNF 56 1 1.79%
Outpatient
Ambulatory 4 1 25.00%
Surgery
SUBTOTAL 108 6 5.56%
Part B 710 51 7.18%
TOTAL 818 57 6.97%




APPENDIX B

Page 1 0of 2
AUDIT OF HCFA'S FINANCIAL STATEMENTS
FOR FISCAL YEAR 1998
AT FIRST COAST SERVICE OPTIONS, INC.
JACKSONVILLE, FLORIDA
FISCAL INTERMEDIARY CLAIMS (BY LINE ITEM) WITH IDENTIFIED ERRORS
NO. OF

NO. OF AMOUNT SERVICES ERROR
CLAIMS ICN QUESTIONED QUESTIONED CODE ERROR DESCRIPTION

1 19726801983005 $16.32 1.0 35 NON-COVERED SERVICE

2 19728211234304 $0.00 1.0 35 NON-COVERED SERVICE

2 19728211234304 $0.00 1.0 35 NON-COVERED SERVICE

3 1972900200Q705 $0.00 1.0 Ky INCORRECTLY CODED

4 19730202472005 $11.46 1.0 16 NO DOCUMENTATION

5 19733503657805 $2,680.01 1.0 31 INCORRECTLY CODED

6 19733505380205 $4,929.65 1.0 25 MEDICALLY UNNECESSARY
TOTAL $7,637.44 7.0




APPENDIX B
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AUDIT OF HCFA'S FINANCIAL STATEMENTS
FOR FISCAL YEAR 1998

AT FIRST COAST SERVICE OPTIONS. INC
JACKSONVILLE, FLORIDA

CARRIER CLAIMS (BY LINE ITEM) WITH IDENTIFIED ERRORS

NO OF

AMOQUNT SERVICES ERROR

ICN QUESTIONED QUESTIONED CODE ERROR DESCRIPTION
1 4072865211900 $8.75 10 31 INCORRECTLY CODED
2 4272962531200 $44 47 10 3 INCORRECTLY COOED
3 $072592047200 $27 49 10 31 INCORRECTLY CODED
4 5072656972500 $42.20 1.0 N INCORRECTLY CODED
S 5072748344200 $15.13 10 31 INCORRECTLY CODED
8 5072818042600 $7.21 10 25  MEDICALLY UNNECESSARY
7 5072838865900 $42 20 1.0 31 INCORRECTLY CODED
8 5072888333900 $0.00 10 90 OTHER ERRORS
9 5072908071300 $51 47 1.0 31 INCORRECTLY CODED
10 5072961438500 $28 50 10 21 INSUFFICIENT DOCUMENTATION
11 5073027012100 $28.03 1.0 18 NO DOCUMENTATION
11 5073027012100 $27 84 1.0 N INCORRECTLY CODED
12 5073048351000 $22.78 10 21 INSUFFICIENT DOCUMENTATION
12 5073048351000 $110.07 10 31 INCORRECTLY CODED
13 5073087633000 $19385 10 3N INCORRECTLY CODED
14 5073116263900 $15.34 1.0 3 INCORRECTLY CODED
15 5073151664300 $9.21 10 25  MEDICALLY UNNECESSARY
15 5073151884300 $9.21 1.0 25  MEDICALLY UNNECESSARY
15 5073151684300 $9.21 1.0 25  MEDICALLY UNNECESSARY
18 5073183872600 $40.68 1.0 31 INCORRECTLY CODED
17 5073227131900 $12.38 1.0 31 INCORRECTLY CODED
17 5073227131900 $7.34 1.0 80  UNBUNDLING
18 5073227952200 $15.34 1.0 N INCORRECTLY COOED
19 5073298007400 $15.34 1.0 k3 INCORRECTLY COOED
20 5073373915000 $1513 1.0 31 INCORRECTLY CODED
20 5073373915000 $15.13 1.0 3 INCORRECTLY CODED
20 5073373815000 $15.13 1.0 K} INCORRECTLY CODED
21 5073498721900 $28.66 1.0 18 NO DOCUMENTATION
22 5073505346100 $15.34 1.0 31 INCORRECTLY CODED
23 5073507684700 $33 22 1.0 k) INCORRECTLY COOED
24 5073537265400 $26.86 1.0 31 INCORRECTLY CODED
25 5172541030200 $137.80 1.0 16  NO DOCUMENTATION
28 5172812240600 $3.59 10 21 INSUFFICIENT DOCUMENTATION
27 5172828394400 $1685.84 1.0 41 SERVICES NOT RENDERED
28 5172961238000 $161.64 3.0 18 NO DOCUMENTATION
28 5172961238000 $30.26 20 31 INCORRECTLY CODED
29 5172981236100 $83.92 10 31 INCORRECTLY CODED
30 5173040322000 $40.10 1.0 90  OTHER ERRORS
31 5173107066600 $61.77 1.0 31 INCORRECTLY CODED
32 5173156584600 $26.70 1.0 31 INCORRECTLY CODED
33 5173363632400 $15.34 1.0 k3 INCORRECTLY CODED
34 5173388173400 $59.07 1.0 18 NO DOCUMENTATION
M 5173366173400 $59.07 1.0 168 NO DOCUMENTAITON
35 5173453713500 $75.58 1.0 41 SERVICES NOT RENDERED
36 5173490423100 $53 88 10 16 NO DOCUMENTATION
36 5173490423100 $30.35 1.0 3 INCORRECTLY CODED
37 5173533611800 $81.82 20 1 INSUFFICIENT DOCUMENTATION
38 5272740497400 $4088 1.0 31 INCORRECTLY CODED
39 5272974422000 $14.47 1.0 25  MEDICALLY UNNECESSARY
39 5272974422000 $14 47 1.0 25  MEDICALLY UNNECESSARY
40 5273001894400 $59.07 1.0 16 NO DOCUMENTATION
41 5273021021900 $12.36 1.0 3N INCORRECTLY CODED
42 5273022343600 $42.65 1.0 18 NO DOCUMENTATION
43 5273080681200 $12.36 1.0 3t INCORRECTLY CODED
43 5273080681200 $12.36 10 31 INCORRECTLY CODED
43 5273080681200 $12.36 1.0 31 INCORRECTLY CODED
44 5273080683600 $26.39 1.0 21 INSUFFICIENT DOCUMENTATION
45 5273110963500 $12.36 10 3 INCORRECTLY COOED
46 5273141715400 $28.86 1.0 K3 INCORRECTLY CODED
47 5273152353400 $15 34 1.0 N INCORRECTLY COOED
48 5273222495000 $12.38 1.0 31 INCORRECTLY CODED
49 5273224631400 $36 92 1.0 31 INCORRECTLY CODED
50 5273234000000 $42.65 1.0 16 NO DOCUMENTATION
51 5273251546200 $53.88 1.0 16 NO DOCUMENTATION

$2,467.76 88.0
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Oftfice of inspector Generai

Washington, 0.C. 20201

January 28, 1999

Ms. Patricia A. Williams

Vice President

Government Programs Operations A/B
Blue Cross Blue Shield of Florida, Inc.
532 Riverside Avenue

Jacksonville, Florida 32202

Dear Ms. Williams,

The independent public accounting firm of Emst & Young (E&Y) LLP under contract with the
Department of Health and Human Services Office of Inspector General has completed its
electronic data processing reviews at Blue Cross Blue Shield (BCBS) of Florida, Inc. The
reviews and the times conducted are as follows:

. CWF application controls review, August 10-21, 1998, BCBS of Florida is one of
several CWF host sites. The E&Y team audited the application controls of CWF as
implemented at a production CWF host site.

1998, BCBS ofFlonda bad a SAS?O dunng ﬁml yeax 1997 The E&Y team conducted
a follow-up on the status of prior year EDP controls issues.

1998, 'lhe FSS apphcatxon contmls were reviewed at Health Care Semm Corporahon
and at BCBS Florida during FY 1997. The follow-up review will only be conducted at

BCBS of Florida.

TbeBCBSofFlondatsthesystansordeveloperofdxeFSS

We have enclosed our final reports which incorporate the findings and recommendations
resulting from E&Y’s review and BCBS of Florida’s formal management responses.

These reviews are a critical part of the Health Care Financing Administration’s financial
statement audit for the year ending September 30, 1998. We have been informed by the E&Y
audit team that they could not have completed their reviews without the excellent cooperation
extended by your staff.
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Ms. Patricia A. Williams - Page 2

If you have any questions or would like to let us know of your progress in improving your EDP
operations, please do not hesitate to call Jerry Hammond at (410) 786-2130 or Bruce Randle at
(410) 786-9232.

Sincerely,

'/')""‘JPS/éF yyLas

Janet S. Kramer
Director, Audit Operations &
Financial Statement Activities

Enclosures

cc: Lamar James, Audit Coordinator
Rick Davis, Corporate Financial Analyst
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United States Department of Health and Human Services
Management Letter Comments

Application Controls Review
of the Common Working File
at
Blue Cross Blue Shield of Florida

August 1998

Final Report
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Emst & Young (E&Y) LLP has completed their application controls review of the Common Working
File (CWF) at Blue Cross Blue Shield of Florida (BCBSF), located in Jacksonville, Florida. This
review was intended to evaluate the CWF application controls at BCBSF as part of the Department
of Health and Human Services Office of Inspector General’'s (HHS OIG) financial statement audit of
the Health Care Financing Administration for the year ended September 30, 1998.

E&Y performed their review from August 10, 1998 - August 21, 1998. Their procedures included
interviews with key BCBSF personnel, observation of procedures performed, and testing of certain
identified controls. The nature and scope of E&Y’s procedures were reviewed with HHS OIG and
General Accounting Office (GAO) staff.

Application control areas tested and related findings are listed below:

A._General Controls Specific to the CWF

CWF-E-98-01 Inappropriate Individuals Have Access to CWF Data and Programs

CWF-E-98-02 CWF Programmers Have Alter Access to CWF Production Data

CWF-E-98-03  No Assurance that CWF Host Sites Beneficiary Database is Concurrent with HCFA
Master Beneficiary Database (This issue was dropped.)

CWF-E-98-04 No Assurance that Confidentiality of Data is Maintained over Advantis Network.
(This issue was dropped.)

B. Input Controls

No exceptions noted

C. Processing Controls
No exceptions noted

D. Output Controls
No exceptions noted
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A, General Controls

CWF-E-98-01.  Inappropriate Individuals Have Access to CWF Data and Programs

Coadition

Inappropriate individuals have access to CWF data. Specifically, four transferred/terminated
employees have ‘alter’ access to CWF production data and programs. Additionally, 47 Production and
Change Control personnel and 39 Technical Services personnel have ‘alter’ access to CWF production
data and programs.

Cause
CWF management does not regularly review the list of individuals with access to CWF data and

programs. Additionally, BCBSF management indicated that a limited number of Technical Services
personnel need access to CWF data for DASD management purposes.

Criteria

The United States Office of Management and Budget (OMB) Circular No. A-130 suggests

incorporating controls such as “least privilege” to appropriately control user access privileges. Least
_privilege is based on restricting a user's access (to data files, to processors, facilities, or peripherals)

or type of access (read, write, execute, delete) to the minimum necessary to perform the user’s assigned

job.

Effect
Inappropriate individuals with ‘alter’ access to CWF data and programs could perform unauthorized
updates to CWF beneficiary and claims data.

Recommendation

The access authorities of all tmnsferred/tammated employees and all Computer Security
Administration personnel should be removed. Additionally, CWF management should further limit
the number of Technical Services personne! and Production and Change Control personne! with access

to CWF data and programs. Fmﬂwtme,CWFmamgemanshmﬂdpmodxaﬂyrevxewthehstof
; individuals with access to CWF production data and programs.

Management’s Respoase

CWF management is working with Computer Security Administration personnel to limit the number
of Technical Service personnel and Production Support personnel that have access to CWF data and
programs. All Change Control personnel access to CWF has been terminated, and the number of
Technical Service and Production Support personnel will be reduced by 01/31/99. The reports that
will be used to limit Technical Service and Production Support personnel access to CWF will be
reviewed bi-monthly by CWF management to determine individual access.
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CWF-E-98-02. CWF Programmers Have Alter Access to CWF Production Data

Condition

CWF programmers have ‘alter’ access to CWF production data. This access is necessary because Blue
Cross Blue Shield of Texas, the CWF beta site and host site requests other CWF host sites to
periodically make changes to CWF data. Although such access may be justified and necessary at
times, this activity should be monitored and approved by CWF management.

Cause

Blue Cross Blue Shield of Texas has contracted with HCFA to correct the CWF databases at the CWF
bost sites. However, Blue Cross Blue Shield of Texas does not have the capability to make all
necessary changes to the CWF data (i.e. unblocking a beneficiary record, correcting pointers, and
modifying a beneficiaries date of death). When thesc changes are needed, Blue Cross Blue Shield of
Texas notifies the particular host site and instructs them to make the necessary change.

Criteria
OMB Circular A-130 states that controls such as separation of duties, least privilege and individual
accountability be implemeated as appropriate. Production application programmers should not have
‘alter’ access to production data. Production claims data are created by users (providers, fiscal
intermediaries, carriers, etc.). These users should be the only individuals with the ability to change
the data.

Effect

CWF programmers may perform unauthorized changes to beneficiary and claims data that would not
be detected by management.

Recommendation

CWF management should moaitor access to CWF data to ensure that only authorized changes are
made. This could be accomplished by periodically reviewing an automated audit trail that identifies
which data was aitered, when the data was modified, and the user who changed the data.

Managemeat’s Response - '
CWF personnel is developing a SAS application which will interrogate System SMF data to create an
audit trail that identifies data that was altered, date data was altered and the user who changed data.
The report has an estimated completion date of February 28, 1999. CWF management will review the
audit trail report periodically.
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CWF-E-98-03 No Assurance that CWF Host Sites Beneficiary Database is Concurrent
with HCFA Master Beneficiary Database (This issue was deleted.)
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CWF-E-98-04 No Assurance that Confidentiality of Data is Maintained over Advantis
Network. (This issue was deleted.)
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United States Department of Health & Human Services
Management Letter Comments

Follow-Up EDP Controls Assessment
at
Blue Cross Blue Shield of Florida
August 1998

Final Report
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Emst & Young (E&Y) LLP has completed their follow-up electronic data processing (EDP) general
controls review at Blue Cross Blue Shield of Florida (BCBCF), located in Jacksonville, Florida.
This review was intended to evaluate the information system controls at BCBSF as part of the
Department of Health and Human Services Office of Inspector General's (HHS OIG) financial
statement audit of the Health Care Financing Administration (HCFA) for the year ended September
30, 1998.

E&Y performed their review from August 10, 1998 - August 14, 1998. Their procedures included
interviews with key BCBSF personnel, observation of procedures performed, and testing of certain
identified controls. The nature and scope of E&Y"s procedures were reviewed with HHS OIG and
General Accounting Office (GAO) staff.

Sections of the Federal Information System Controls Audit Manual (FISCAM) tested and related
findings are listed below:

A._Entity-Wide Security Program
No exception noted

B._Access Control

FLB-E-98-01. Lack of Compliance to Data and Resource Classification Policy

FLB-E-98-02.  User IDs Not Revoked in a Timely Manner

FLB-E-98-03. No Review of Remote Dial-in-Access

FLB-E-98-04. Inadequate Review of Security Violation Reports

FLB-E-98-05. RACF ‘SPECIAL' and ‘AUDITOR’ Attributes Granted to Computer
Security Administrators

FLB-E-98-06. Inadequate Controis Over the RACF RVARY Password

FLB-E-98-07. Powerful RACF Attributes Granted to Inappropriate Individuals

C. Scgregatien of Duties
No exception noted
D._Snm&nim:

No exception no

E. Service Continuit
No exception noted
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B. Access Control
FLB-E-98-01. Lack of Compliance to Data and Resource Classification Policy

Condition
Data owners have not classified resources in accordance with BCBSF policy. BCBSF policy states
that resource owners should classify data and resources as either public, proprietary, or confidential.

Cause

The corporate policy requiring data and resources to be classified according to criticality was not
communicated to the Medicare data owners. Additionally, Computer Security Administration was
not aware of the corporate resource classification policy.

Criteria
BCBSF corporate policy requires that data be classified according to its sensitivity and criticality.

Effect

Lack of classification may result in inadequate or incorrect protection over mnal data and
resources. This could lead to disclosure of sensitive information or the loss of data integrity.

Recommendation

Data owners should comply with BCBSF policy and classify their data and resources as either pubtic,
proprietary, or confidential. Additionally, Computer Security Administration should work with data
owners to ensure that all data and resources are adequately protected.

Management’s Response

BCBSF already protects all Medicare related data files at a confidential level throughout our
operations. No changes to the access control lists (ACL’s) for each data set or transaction are
required since they are secured at a confidential level with ACL’s tying access to the various
Medicare job functions. BCBSF will designate the Medicare data as confidential through cither the
Stewardship system or other means. This designation will be completed by March 31, 1999.
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FLB-E-98-02. User IDs Not Revoked in a Timely Manner

Condition

BCBSF's termination process does not ensure that user [Ds of terminated employees are revoked in
a timely manner. The powerful user ID of an intemn in the Computer Security Administration
department remained active for two weeks the intern left the organization. Additionally, from our
sample of ten terminated employees, four employee user [Ds remained active on the system.

Cause

The BCBSF Human Resources department does not notify Computer Security Administration of
terminations oa a timely basis. Additionally, security coordinators, who are responsible for adding
and deleting users IDs, are not removing the IDs of terminated employees in a timely manner.

Criteria

The United States Office of Management and Budget (OMB) Circular No. A-130 suggests
incorporating controls such as “least privilege” to appropriately control user access privileges. Least
privilege is based on restricting a user’s access (to data files, to processors, facilities, or peripherals)
or type of access (read, write, execute, delete) to the minimum necessary to perform their assigned
job. Additionally, the National Institute of Standards and Technology’s (NIST’s) Generally
Accepted Principles and Practices for Securing Information Technology Systems state that when

employees leave an organization voluntarily or involuntarily system access should be immediately
terminated.

Effect

Terminated employees may retain access to BCBSF systems for an extended period of time. This
access could be used to make unauthorized changes to critical BCBSF programs and data.

Recommendation
The Human Resources department should immediately notify Computer Security Administration

when employees are terminated. This will ensure that access of terminated employee is deleted or
removed in a timely manner.

Management’s Rapom

Computer Security Administration (CSA) automatically receives employee termination information
from BCBSF's Human Resource system on a nightly basis and User IDs are immediately revoked.
Unfortunately, employee terminations are not always reported to Human Resources promptly by

departmental managers/supervisors and therefore do not get fed electronically to CSA immediately
at termination.
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FLB-E-98-02. (Continued)

CSA will work with FCSO and BCBSF Human Resources on raising the level of awareness with
management on the importance of notifying CSA of terminations and completing the HR forms that
feed the HR system/process. An awareness memo or other communications will be developed by
April 30, 1999.

As a secondary measure, CSA will pursue establishing an additional feed of information from our
building security system (badge system) since badges are normally turned in at the time of
termination. This should give us another mechanism for identifying terminated employees and
automatically revoking their User IDs in a timely manner. If the interface to the badge system is
feasible, target completion date will be December 31, 1999.
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FLB-E-98-03. No Review of Remote Dial-in Access

Condition
Remote dial-in access is not reviewed by BCBSF persoanel.

Cause

Computer Security Administration does not have enough personnel to conduct reviews of users who
dial-in to the BCBSF network.

Criteria

OMB Circular A-130 states that security responsibilities should be assigned to individuals
knowledgeable in the information technology used in the system and in providing security for such
technology. These individuals tasked with the information security responsibility must maintain an
adequate level of security through establishing adequate security measures and reviewing security
violations. NIST's Generally Accepted Principles and Practices for Securing Information
Technology Systems state that audit trails and security violations should be periodically reviewed.

Effect
The activity of users attempting to gain unauthorized remote access to BCBSF systems will not be
detected. In addition, security violations of authorized remote users will not be addressed.

Recommendation
Security Administration should monitor the activity of individuals attempting to gain remote access
to the BCBSF network. This will further strengthen overall access security at BCBSF.

Managemeant’s Response

BCBSF's Computer Security Administration department implemented violation monitoring
procedures for Remote Dial-in Access in October, 1998. Dial-in access is monitored for violations
on a daily basis. BCBSF considers this recommendation closed.
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FLB-E-98-04. Inadequate Review of Security Violation Reports

Condition

Computer Security Administration does not adequately review security violation reports and
investigate all suspicious activity. Additionally, BCBSF security coordinators do not always review
security violations of individuals in their areas.

Cause

BCBSF has instituted a decentralized security administration approach whereby security
coordinators are required to review security violation reports. Computer Security Administration
has relied on the security coordinators to review the security violation reports on a regular basis.
However, security coordinators’ are unable to consistently conduct the security reviews.

Criteria

OMB Circular A-130 states that security responsibilities should be assigned to individuals
knowledgeable in the information technology used in the system and in providing security for such
technology. These individuals tasked with the information security responsibility must maintain an
adequate level of security through establishing adequate security measures and reviewing security
violations. NIST's Generally Accepted Principles and Practices for Securing Information
Technology Systems state that audit trails and security violations should be periodically reviewed.

Effect

Unauthorized and inappropriate activities may not be detected and addressed within a reasonable
time frame.

Recommendation
Area security coordinators should review security reports on a regular basis.

Management’s Response

BCBSF’s Computer Security Administration (CSA) department redesigned the security violation
monimﬁngminmonsetpdnhckofmonhpﬁngby“SeamyCoadim” CSA now
generates a written notice for data set or transaction violations that exceed our threshold. The written
notice is sent to the employee and a written explanation and approval by their management is
required. CSA follows up if the signed notice is not returned within 30 days.

CSA also performs moaitoring of excessive password violations. Phone calls are initiated to each
employee who exceeds our threshold for password violations to verify that the activity was caused
by that employee and not someone else attempting to gain access with that User ID. As a second
level of review, Security Coordinators are now expected to only monitor and follow-up on password
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FLB-E-98-04. (Coatinued)

violations since they are responsible for the User [Ds in their area and may have been involved with
password resets. CSA is developing procedures to ensure that Security Coordinators are reviewing
the password violation reports on a regular basis.
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FLB-E-98-05. RACF ‘SPECIAL’ and ‘AUDITOR’ Attributes Granted to Computer Security
Administrators

Coadition

Computer Security Administrators have been assigned both the RACF ‘SPECIAL® and ‘AUDITOR®
attributes. Individuals with ‘SPECIAL’ attribute or privilege can create users, groups and update
global security options. The person with ‘AUDITOR’ attribute can modify the logging mechanism
within the security system. Separation of these two RACF attributes provides better internal controls.

Cause

Computer Security Administration has assigned the RACF ‘AUDITOR' attribute to their user [Ds
in order to have the auditing capability.

Criteria

NIST’s Generally Accepted Principles and Practices for Securing Information Technology Systems
state that organizations should strive for separation of duties between security personnel who
administer the access control function and those who administer the audit trail. Furthermore, OMB
Circular No. A-130 states that rules of the system shall be based on the needs of the various users

ofmesymanddmmmshaﬂclwbdehnwempombmnamdexpectedbehmaofnﬂ
individuals with access to the system.

Effect

Computer Security Administrators with access to all systems resources may perform inappropriate
activities and deactivate system logging to conceal the act.

Recommendation

The ‘AUDITOR’ attribute should be removed from Computer Security Administrators who do not
require this privilege. Furthermore, the activities of the Computer Security Administrators who
retain the ‘AUDITOR’ attribute should be independently monitored by security management or
Internal Audit.

. Management’s Respouse
~ Computer Security Admmxstnnon(CSA)hasmgnedthe * Auditor’ sitribute to 7 of the 12 CSA

staff. CSA uses the ‘Auditor’ attribute to initiate detailed logging for problem identification and

research purposes related to specific systems. Therefore, CSA needs the ability to change logging
features rapidly in a problem situation.

Monitoring the use of the ‘Auditor’ attribute will not be easy to implement in our organization. The
Director of CSA is the only position within CSA with the proper independence, but must devote his
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FLB-E-98-0S. (continued)

time to higher level issues. CSA will evaluate the issue to determine if a monitoring mechanism can
be developed that will meet the objective of the recommendation, while being an efficient use of the
Director’s time. If an efficient method can be developed, it will be implemented by June, 1999.

10
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FLB-E-98-06. Inadequate Controls Over RACF RVARY Password

Condition

The RACF RVARY password is stored in an online library. The RACF RVARY command requires
a password which gives the user issuing the command the capability to switch RACF databases and
deactivate RACF security. Unauthorized users may access the RVARY password and circumvent

established security. Additionally, security management does not monitor the use of the RVARY
command.

Cause

Computer Security Administration has stored the RACF RVARY password in a library which
contains instructions and procedures for issuing the powerful RVARY command. This is ooe of
many online security administration procedures that security management has developed.

Criteria

OMB Circular No. A130 specifies that appropriate technical security must be implemented using
cost-effective security products and techniques within the system. Additionally, NIST’s Generally
Accepted Principles and Practices for Securing Information Technology Systems states that
organizations should bese access control policy oa the principle of least privilege, which states that
users should be granted access only to the resources they need to perform their official function.

Effect

Having the RVARY password in an online library increases the risk that unauthorized users will be
able to execute this powerful command. Furthermore, without adequate monitoring, unauthorized
execution of the RVARY command may not be detected.

Recommendation

Management should remove the RVARY password from the online library. This password should
be stored in a secure location that is accessible only by appropriate BCBSF Computer Security
Administration personnel. Additionally, all uses of the RVARY command should be reviewed by
c Security Administrati

Management’s Response

The RVARY password is stored in a data set that is only accessible by Computer Security
Administration (CSA) staff. Therefore BCBSF fecls there is no exposure for unauthorized use of
the password. Additionally, the use of the RVARY command can only be executed by User IDs in
the Computer Security group, or from the system Master Console, which further reduces this
exposure. CSA is on call 24 X 7, therefore it is important that the password be available for
emergency purposes. Storing the password in a locked cabinet would not meet our needs and could

I
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FLB-E-98-06. (continued)

add at least 2 hours of downtime to any production problem that required use of the RVARY.
BCBSF plans no action on this recommendation.

12
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FLB-E-98-07. Powerful RACF Attributes Granted to Inappropriate Individuals

Coudition

Powerful RACF attributes have been granted to inappropriate individuals. The secretary in
Computer Security Administration has been granted the ‘SPECIAL® attribute to perform limited data
correction functions. Additionally, Technical Services personnel had been granted the ‘SPECIAL’
attribute. However, this attribute was removed during our fieldwork.

Cause

The secretary performs limited functions in RACF due to a lack of human resources. Additionally,
Computer Security Administration inadvertently granted the ‘SPECIAL’ attribute to a group which
included Technical Services persoanel.

Criteria

OMB Circular No. A-130 specifies that appropriate technical security must be implemented using
cost-effective security products and techniques within the system. It also specifies that rules of the
system shall be based on the needs of the various users of the system and that such rules shall clearly
delineate responsibilities and expected behavior of all individuals with access to the system. OMB
Circular No. A-130 also suggests implementing the practice of least privilege. Least privilege is the
practice of restricting access or type of access to the minimum necessary to enable the user to
perform his or her job.

Effect

The RACF ‘SPECIAL’ attribute gives users highly powerful access authorities within the system.
There is an increased risk of unauthorized activity when inappropriate individuals have been granted
this attribute.

Recommendation

Computer Security Administration should remove the ‘SPECIAL’ attribute from the user ID of the
secretary.

Managemeat’s Response

BCBSF disagrees with the recommendation. As a normal part of her job functions, the
departmental secretary performs legitimate RACF maintenance that is clerical in nature. This
includes correcting employee names, correcting SS#’s, performing simple revokes/deletes, etc.
In order to do these job functions, the secretary must have the ‘Special’ attribute. BCBSF plans
no action on this recommendation.

13
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Emst & Young (E&Y) LLP has completed their follow-up application controls reviews of the
Florida Shared System (FSS). The reviews were performed at Blue Cross and Blue Shield of
Florida and at Blue Cross and Blue Shield of South Carolina. These reviews were intended to
evaluate the FSS application coatrols which is a component of the overall EDP controls assessment
for fiscal year 1998. The EDP coatrols assessment is a part of the Department of Health and Human

Services Office of Inspector General's (HHS OIG) financial statement audit of HCFA for the year
ended September 30, 1998.

E&Y performed the FSS application controls reviews from August 10, 1998 - August 21, 1998.
Their procedures included interviews with key contractor personnel, observation of procedures
performed, and testing of certain identified controls. The nature and scope of E&Y"s procedures
were reviewed with HHS OIG and General Accounting Office (GAO) staff.

The findings are listed below:

General Controls Specific to FSS

FSS-E-97-01.

FSS-E-97-02.
FSS-E-98-03.
FSS-E-98-04.
FSS-E-98-05.
FSS-E-98-06.
FSS-E-98-07.

FSS-E-98-08.
FSS-E-98-09.
FSS-E-98-10.

FSS-E-98-11

Local Modification of FSS Source Programs

Library to Override Original FSS Programs

No BCBSF Application Priority Listing

Inadequate Standard Operating Procedures for Claims Adjudication
Inappropriate Access Authorities Within the FSS

Inadequate Separation of Duties Within the FSS Operator Control File
FSS Claims That Bypass CWF Processing

(This issue was dropped)

FSS Edits Can Be Deactivated or Bypassed

Potential Duplicate Claims Found in FSS Paid Claims Files
Inadequate Separation of Duties Within the FSS Operator Control File
(Covered in a separate memorandum to be seat separately from this report.)
No Time Stamp on FSS Edits

(Covered in 2 separate memorandum to be sent separately from this report.)
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FSS-E-97-01. Local Modification of FSS Source Programs

Condition

The FSS is the Part A shared system that is developed and maintained by the Florida Shared System
(FSS the system maintainer), a business unit within Blue Cross Blue Shield of Florida. The FSS
system is installed and operated at the data centers of selected fiscal intermediaries. All development
and changes to the programs are performed by the FSS maintainer upon approval by the fiscal
intermediaries. The Program Assistance Request (PAR) process is used to request a change to the
system. However, during our review of the application as implemented at Blue Cross Blue Shield
Florida (BCBSF) and Blue Cross Blue Shield South Caroline (BCBSSC), we noted that in addition
to the PAR process, programmers perform local changes to FSS programs. Program changes
performed locally are not subjected to the same documentation, authorization, testing, quality
assurance, and other requirements present in the standard PAR process.

Cause

Primarily, the source code is available to all data centers running the FSS system. Since inception,
the FSS maintainer has provided the source code to all of its customers as agreed upon in their
service contract. Whea BCBSF and BCBSSC needs are not addressed by the standard PAR process,
the necessary local changes are made by copying the original FSS source, modifying this copied
source code, recompiling the modified source and storing the resulting load module in a separate
library. Thus, whenever the affected program is called by the system, the load module with the
locally modified programs will be executed.

Criteria

The HCFA has instructed all FSS users to follow the PAR process whenever a change is warranted.
The user should compiete the PAR form and submit the PAR to FSS through INFOMAN. Then the
FSS maintainer, along with HCFA, should analyze and evaluate the change request for operational
and technical validity. Once the PAR is approved, it needs to be assigned to FSS developers for code
changes and development. The completed PAR should be combined with other finished program
changes and subsequently scheduled for release and distribution to fiscal intermediaries.
Additionally, HCFA recently issued a policy restricting local changes to “emergency basis” only.
FtscdmtamedlmamymloeddmguonlyxfabendsaﬁﬂwmmdMedxm
claims processing is hindered.

Effect

The capability of the users to copy, modify and recompile any of the FSS source program represents
a significant risk to the integrity of the FSS application. User data centers are able to make
“improper” local changes and alter any of the critical routines of the FSS without management &
FSS authorization.
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FSS-E-97-01. (continued)

Recommendation

We recommend that HCFA continue to work with the FSS users and develop a policy which
provides for the integrity of the core FSS programs. HCFA should identify the FSS modules,
routines, and programs that are critical to the claim processing and financial functions of the
application. All critical aspects of the FSS application should be controlled by the FSS maintainer
and any modification should be processed through the standardized PAR process. Non-critical FSS
programs involved with report formats, printing coafigurations and other similar requirements may
be modified locally by the various users. However, HCFA should coordinate with the users to
develop standard and uniform local change processes that include proper documentation, user
management approval, quality assurance and proper migration procedures.

Management’s Respoase

First Coast Service Options, Inc. (FCSO) Production Systems utilizes the PAR process to effect
necessary changes to the FSS distributed software. Any FCSO Production Systems Local Code
changes that affect claims processing or Financial processing are forwarded to FSS via the PAR
process. FCSO Production Systems Local Code changes to FSS Source Programs are primarily
Shared Processor Customer requests. Most of these changes support Coordination of Benefits
(COB), and cross-over changes requested by the Shared Processor Customers, and are documented
via the SAR process. All changes that affect Claims Processing and Financial cycles are submitted
to FSS via the PAR process. All FSS Release Implementation processes, including local code
modifications, are migrated into the production environment utilizing the ENDEVOR Change
Management process in effect at the Blue Cross Blue Shield of Florida Data Center. This process
requires appropriate management approvals, and ensures that proper migration procedures are
accomplished utilizing secured ENDEVOR production libraries process and data ceater administered
methodologies.

While there are several processes in place already regarding control of programs and several other
activities in process, we believe specific responses regarding the E & Y recommendations need to
be directed to HCFA.
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FSS-E-97-02. Library to Override Original FSS Programs

Coadition

We noted that BCBSF has developed and implemented an override library to ensure that locally
changed programs are called and executed before the standard FSS programs provided by the FSS
maintainer. We found that BCBSF has placed the original FSS programs in
SYS2.NDV.PRO2.OLOADMDA. We noted that locally modified FSS programs are stored in
SYS2.NDV.PRO2.OLOADMDA.CBL. Whenever the system calls for a specific FSS load module,
executables residing in the SYS2.NDV.PRO2.OLOADMDA.CBL are run. If the program is not
found in the SYS2NDV.PRO2.OLOADMDA.CBL library, then the system searches the
SYS2.NDV.PRO2.OLOADMDA library for the specific FSS executable program. In effect,
BCBSF’s locally modified programs always override the original FSS programs provided by the FSS

Similarly, we noted that BCBSF has developed and implemented an override library to ensure that
Blue Cross Blue Shield of South Carolina’s (BCBSSC's) locally changed programs are concatenated
before the standard FSS programs provided by the FSS maintainer. We found that BCBSF has
placed the  original FSS programs in SYS2NDV.PRO2OLOADSCM and
SYS2.NDV.PRO2.OLOADSCA. We noted that locally modified FSS programs are stored in
SYS2.NDV.PRO2.OLOADSCM.CBL and SYS2.NDV.PRO2.OLOADSCA.CBL . Whenever the
system «calls for a specific FSS load module, executables residing in the
SYS2.NDV.PRO2.OLOADSCM.CBL and SYS2.NDV PRO2.OLOADSCA CBL libraries are run.
If the program is oot found in the SYS2NDV.PRO2.OLOADSCM.CBL and
SYS2NDV.PRO2.OLOADSCA.CBL libraries, then the system searches the
SYS2.NDV.PRO2.OLOADSCM and SYS2.NDV PRO2.OLOADSCA libraries for the specific FSS
executable program.

Cause

BCBSF developed libraries to ensure that the original FSS programs remain unaltered. However,
BCBSF also usesthe SYS2ZNDV PRO2.OLOADMDA_CBL, SYS2.NDV.PRO2.OLOADSCM.CBL
and SYS2NDV_PRO2.OLOADSCA.CBL libraries to house all local changes made to the FSS for
BCBSF and BCBSSC. BCBSkauchnng«loallyformymmﬁmemnot
appmveddnoughthc PAR process.

Criteria

HCFA uses a shared system maintainer in order to ensure that all program changes are uniformly

implemented at all fiscal intermediary locations. These fiscal intermediaries should not be

implementing their own set of programs to replace the FSS programs provided by the maintainer.
— The FSS program changes provided by the maintainer have gone through extensive testing and

quality assurance processes.
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FSS-E-97-02. (continued)

Effect

The FSS applications running at BCBSF and other fiscal intermediaries using override libraries may
process claims differently than the FSS application developed and released by the maintainer. The
overriding of libraries may result in inconsistent claims processing and even improper paying of
Medicare claims. This would lead to loss of Medicare funds.

Recommendation

We recommend that all changes to the FSS application be made by the maintainer via the standard
‘PAR’ process. This would ensure that all program changes are implemented at all intermediary
locations and these changes are adequately approved and tested. The local override libraries should
be removed or deactivated when feasible.

Management's Response

First Coast Service Options, Inc. (FCSO) Production Systems utilizes the PAR process to effect
necessary changes to the FSS distributed software. However, the use of a “Local Code Only” library
provides the ability to support Shared Processor customer requests, while protecting the integrity of
FSS delivered programs. This methodology enables compilation and execution of in-house written
Report Programs, and in-house modified FSS Core programs, besed oa customers specifications for
COB (Coordination of Benefits), and cross-over requirements, into “Local Code Only™ libraries. All
FSS distributed Core and Financial programs reside intact, and unmodified, in separate Production
FSS distribution libraries
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FSS-E-98-03. FSS Edits Can Be Deactivated or Bypassed

Condition

The Florida Shared System contains numerous edits and audits. By design, the FSS allows the
intermediaries to control most of the edits in the application, including mandatory HCFA edits.
Examples of edits that can be turned on/off by the intermediary include:

Duplicate claim edits - The duplicate claim edit includes both exact and suspected duplicates.
Without this edit, all 100 percent duplicate claims and suspected duplicate claims will not be rejected
and/or suspended by the system.

Consistency edits - These edits check for validity based oa type of claim, procedures
consistent with location, and HCPC codes.

Administrative edits - These are HCFA supplied modules used to check HCPC and Revenue
code information against each other. These edits read the claim record, revenue code file,
and HCPC code file for edit errors involving erroneous HCPC/Revenue code file data.

While intermediaries can deactivate nearly all of the edits, they cannot alter some basic format,
medical policy, and payment edits. Additionally, the design of the FSS allows claims examiners to
bypass some of the edits, including all of the duplicate edits.

Prior to July 1998, BCBSF had an established procedure for turning off FSS edits. When a claims
examiner determined that a claim was getting suspended in error, they would route the claim to a
special location within the FSS called ‘SMTURN’. After claims were received in ‘SMTURN’, a
member of the System Liason Group would review the claims in ‘SMTURN’ and determine whether
each individual claim was suspended in error. This process ensured that more than one individual
would review a claim before that claim bypassed an FSS edit. If the determination was made that
the claim was suspended in error, the System Liason person would deactivate the particular FSS edit
causing the problem and the claim would pass through to continue normal processing. This
deactivation was performed after regular working hours to ensure that only the affected claims would
be processed while the edit was deactivated. After the claims pessed through, the edit was
immedistely turned back on. Authorization was given by a Director at BCBSF for the System Liason
Group to deactivate these edits only when there was a justified need. However, specific documented
authorizations and/or justifications were not maintained by individuals in the System Liason Group
each time an edit was deactivated.

In July 1998, BCBSF instituted a new procedure for bypassing FSS duplicate edits. Functionality
was added to the FSS which allowed claims examiners to bypass FSS edits instead of turning these
edits on/off. When a Claims Examiner determines that a claim is getting suspended in error, he or
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FSS-E-98-03. (continued)

upon management approval and in situations where it is found that the edit is not properly
functioning, and is therefore prohibiting the timely and accurate processing of claims.

The intermediary will validate that procedures are in fact in place to maintain documented
justification of all deactivations of FSS edits. This validation will be completed by the end of
February, 1999.
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FSS-E-98-04 Potential Duplicate Claims Found in FSS Paid Claims Files

Condition

Six potential duplicate claims were found in the FSS paid claims files. These claims were paid by
Aetna and were not processed by the Florida Shared System. The claims were included in the FSS
paid claims history files when FSS became the Part A shared system. Due to the fact that a history

does not exist for these claims, we were unable to verify whether these claims were in fact exact
duplicates.

Cause

These potential duplicate claims were processed and paid by another Part A claims processing
system. That system might have provided fiscal intermediaries the capability to pay duplicate
claims.

Criteria

The Medicare Intermediary Manual states that Intermediaries and their subcontractors ‘must
safeguard Medicare records and operations against disaster, disruption, unauthorized disclosure,
error, theft and fraud.’

Effect

There is a possibility that exact duplicate claims may have been paid by Aetna prior to the system
conversion to FSS. If this was the case, then the amount of money that have beea paid in error will
have to be recovered by BCBSF.

Recommendation

We recommend that BCBSF conduct research to verify whether the six claims were indeed exact
duplicates. If it is determined that duplicate claims were paid, appropriate actions should be taken
in order to recover the improper payment of Medicare funds.

Management’s Response

We have validated that the six claims were processed by this intermediary in the Part A Processing
System that was in effect prior to the Fiscal Intermediary Shared System (FISS). Our review

revealed that four of the claims are duplicates. The remaining two claims were actually canceled
from our files. We will process cancellations for the four claims by the end of January, 1999.

10
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FSS-E-98-05. FSS Claims That Bypass CWF Processing

Coadition

Of the approximately 7.5 million claims processed over the past 18 months, we have identified
approximately 10,000 Part A claims that have bypassed CWF processing at BCBSF. We noted that
BCBSF claims examiners have the capability to bypass CWF when adjudicating a Part A claim.
This is accomplished by setting the ‘tape-to-tape’ flag within the FSS application to ‘Y* for each
Medicare claim record. This ‘tape-to-tape’ flag feature within the FSS application is used in unique
cases where the transmission of Medicare claim from the FSS to the CWF is not necessary because
of valid or legitimate reasons. However, BCBSF management does not review all claims that bypass
this critical CWF processing. Additionally, there are no documented justifications/authorizations for
all paid claims that bypassed the CWF validation and psyment suthorization process. BCBSF
indicated that of the 10,000 claims identified, approximately 3,000 claims were reject or history only
claims and spproximately 3,500 claims had actually posted in the CWF before the ‘tape-to-tape’ flag
was set. However, BCBSF could not provide documented authorizations for the approximately
3,500 peaid claims that bypassed CWF processing.

Cause

The FSS is a user friendly application that was designed to efficiently facilitate the processing of
Medicare Part A claims. The system has features that provide processing flexibility for the users.
One of these features is the ‘tape-to-tape’ option or functionality. This option was also included in
the design of the FSS to enhance the overall flexibility of the system. However, this feature can also
be abused to intentionally bypass CWF validation.

Criteria
HCFA’s Medicare Intermediary Manual Part 3 section 3800 requires Part A and B claims to be

processed by CWF prior to payment. Therefore, all paid claims must have been approved by the
CWF for payment.

Effect

Bypassing the CWF will result in potential payment to an unqualified or ineligible person because
the valid beneficiaries who are entitied to Medicare benefits are included in the CWF beneficiary
databese. Thus, since BCBSF is allowing FSS claims to bypess CWF checking, BCBSF management
does not have assurance that only entitled beneficiaries are receiving Medicare payment.

Recommeandation

BCBSF management should review all claims that are coded to bypass CWF processing. For cases
where there is a legitimate reason to bypass CWF, the individuals coding the ‘tape-to-tape’ flag
should document the justification or basis for the bypass decision. Management should implement
a periodic review process to ensure that bypass decisions are appropriate.

11
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FSS-E-98-05. (continued)

Management's Response
We agree that this control standard was not at the level of performance that it should have been and
improvement efforts have been initiated. However, we believe this issue deals primarily with a need

to strengthen controls and that, given our research to date, there is very limited financial impact to
the Medicare Program.

The FSS system was developed to provide maximum flexibility to individual contractors in
processing Medicare Part A claims. As a user of the FSS system, we believe this system flexibility
should continue because there are legitimate reasons why a coatractor may pay a claim and not send
it to CWF, e.g. Medicaid buy-ins, CWF/FSS processing problems, intermediary’s history oaly
claims, automatic adjustments, adjustments for lab services where no co-insurance or deductible is
impacted. Contractors using the standard systems must take respoasibility to ensure that adequate
management controls are in place to provide reasonable assurance that edits are managed effectively.

We recognize the importance of solid management controls and have implemented procedures which
directly address the CWF bypass control issue that was identified in this audit. Specifically, the
following CWF processing enhancements have been made:

. A revised SOP was developed which clarifies that claims can bypass CWF only with
appropriate approval and documentation.

. Claims examiners have been provided education concerning the SOP and the importance of
following the documented process.

. A management report was produced that allows for prompt monitoring and corrective
actions, as necessary.

. Internal Audt has developed a plan to audit BCBSF’s claims processing edit procedures in
FY 1999.

Additionally, we are committed to documenting and, where appropriate, correcting the claims that
bypasedCWFasmdmedbydmﬂeps

. CompaedtbeCWFbypaaedclmmﬁletothesomthWFhoaﬁle

. Created a report which identifies claims on the CWF file and those not on CWF (information
was formatted to expedite analyses and recommendations).

. Conduct a claim by claim review of those claims not on the CWF file to determine rationale
and payment implications, if any, by January 31, 1999.

. Prepare a final report to HCFA outlining the impact on benefit payments and our corrective
action on those impacted claims by February 28, 1999.

12
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FSS-E-98-06. Inadequate Standard Operating Procedures for Claims Adjudication

Condition
Standard Operating Procedures do not exist for the adjudication of FSS claims.

Cause

The FSS maintainer has not developed online operating procedures for all types of FSS claims
adjudication. Furthermore, BCBSF has not developed operating procedures to guide their claims
examiners in adjudicating all types of FSS claims.

Criteria

Similar Part A claims should be adjudicated in a consistent manner. HCFA's Systems Security

guidelines mandate that the system should have audit routines to assure detection or preveation of
questionsble situations involving the programs themselves or the updated records.

Effect
Claims examiners may not adjudicate similar claims in a consistent manner. This would lead to the
inconsistent payment of Part A claims.

Recommeadation

We recommend that Standard Operating Procedures be developed for the adjudication of complex
FSS edits. This would help to ensure that claims examiners work similar claims in a consistent
manner.

Management’s Respoase

We agree that Standard Operating Procedures must be in place for the consistent processing of edits.
The intermediary has such Standard Operating Procedures in place and these are contained in the
Reason Code Narratives Files.

The intermediary will take steps to validate that such Standard Operating Procedures are in fact in
place for the adjudication of the complex FSS edits, and are maintained on the Reason Code
Narrative Files.

This validation will be completed by the end of April, 1999. If the existing Standard Operating

Procedures for these complex edits are determined to be insufficient, the intermediary will then
initiate action by the end of May, 1999, to modify the Standard Operating Procedures appropriately.

13
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FSS-E-98-07 The FSS Disaster Recovery Plan Does Not Address Daily Claim File Backups
(This issue was dropped.)

14
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FSS-E-98-08. No BCBSF Application Priority Listing

Coadition
There is no BCBSF application priority listing in the existing disaster recovery plan. Such a listing
should indicate or specify the order in which applications are to be restored in the event of a disaster.

Cause

BCBSF management has not identified the need for an application priority listing. Management
indicated that all BCBSF applications will be restored in the event of & disaster.

Criteria

OMB Circular A-130 states that an organization’s disaster recovery plan should assure that there is
an ability to recover and provide service sufficient to meet minimal needs of system users. The
disaster recovery plan should include an application priority listing. Such a listing will be vital in
the restoration of critical business functions in a recovery.

Effect

Without an application priority listing, mission critical applications might not be restored in a timely
manner. Thus, critical business functions might be delayed when attempting to resume operations
after a disaster. '

Recommendation
Management should develop an application priority listing based on the criticality of individual
applications. This list should then be included in the BCBSF Disaster Recovery Plan.

Mansgement’s Response

On the Recovery side we will be recovering all lines of business starting with the critical functions
identified in the Business Impact Analysis from Risk Management. Medicare A and B has been
identified as one of the six top critical functions to recover first.

For Medicare A processing for Florida and the Shared Processors, Production Systems will
coordinate with the customers to identify applications that could be defined as noa-executable during
a disaster situation. These applications are expected to be reports that could be delayed until normal
production processing is resumed. An approach for identification of applications will be an agenda
topic at the next Florida Shared Processing User Group meeting scheduled for February 22-23, 1999
and the list will be finalized by May 31, 1999.

15
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FSS-E-98-09. Inappropriate Access Authorities Within the FSS

Condition

Inappropriate individuals had access to the BCBSF FSS Operator Control File. Specifically, one
employee had ‘update’ access to this file and four individuals had ‘read’ access. These individuals
no longer require this access based upon their curreat job responsibilities. Additionally, a member
of the training department had the access authority to enter claims into the production system.

We also noted that inappropriate BCBSSC individuals had update access to FSS functions.
Specifically, one individual with the functions “Claim & Reasoa Code™ was deleted, two individuals
with the function “ Reason Code™ were deleted, one individual with the functions “Claim, Reason
Code, & Provider” was deleted, and two individuals with the function “Provider” were deleted. All
of these individuals had either terminated, transferred, or had a change in job respoasibilities.

Cause
FSS access authorities are not updated to reflect current conditions. FSS access capabilities are not

adjusted when employees change job responsibilities. Additionally, there has been no periodic
review of all FSS user access authorities.

Criteria

OMB Circular No. A-130 suggests incorporating controls such as “least privilege™ to appropriately
control user access privileges. Least privilege is based on restricting a user's access (10 data files,
to processors, facilities, or peripherals) or type of access (read, write, execute, delete) to the
minimum necessary to perform their assigned job.

Effect
Users assigned privileges that are cither inconsistent with or excessive for a user’s job
responsibilities may result in abuse of those at privileges and unauthorized access.

Recommendation

BCBSF and BCBSSC management agreed to this finding and promptly removed the access
m&dmemﬁmmmwywemmmmdﬂmwmhdym&
access authorities of all FSS users. :

Management’'s Respoase

As indicated, we agree with this recommendation, and will continue to regularly review the access
authorities of all FSS users.

16
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FSS-E-98-10 Inadequate Separation of Duties Within the FSS Operator Control File
(Transferred to a separate memo.)

FSS-E-98-11. No Time Stamp on FSS Edits
(Transferred to separate memo.)

17
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United States Department of Health & Human Services
Management Letter Comments

Application Development and Program Change Control
at
FSS Maintainer - Blue Cross Blue Shield of Florida
August 1998

Final Report
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Emst & Young (E&Y) LLP has completed their application development and program change
controls review at the Florida Shared Systerns (FSS) Maintainer at Blue Cross Blue Shield of Florida
(BCBCF), located in Jacksoaville, Florida. This review was intended to evaluate the information
system controls at BCBSF as part of the Department of Health and Human Services Office of
Inspector Genperal’'s (HHS OIG) financial statement audit of the Health Care Financing
Administration for the year ended September 30, 1998.

E&Y performed their review from August 10, 1998 - August 14, 1998. Their procedures included
interviews with key BCBSF personnel, observation of procedures performed, and testing of certain
identified controls. The nature and scope of EZY"’s procedures were reviewed with HHS OIG and
General Accounting Office (GAO) stafY.

Sections of the Federal Information System Controls Audit Manual (FISCAM) tested and related
findings are listed below:

A._Application Development and Program Change Controls
No exception noted
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United States Department of Health & Human Services
Management Letter Comments

Application Development and Program Change Control
at
FSS Maintainer - Blue Cross Blue Shield of Florida
August 1998

Final Report
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Emst & Young (E&Y) LLP has completed their application development and program change
controls review at the Florida Shared Systems (FSS) Maintainer at Blue Cross Blue Shield of Florida
(BCBCF), located in Jacksonville, Florida. This review was intended to evaluate the information
system controls at BCBSF as part of the Department of Health and Human Services Office of
Inspector General's (HHS OIG) financial statement audit of the Health Care Financing
Administration for the year ended September 30, 1998.

E&Y performed their review from August 10, 1998 - August 14, 1998. Their procedures included
interviews with key BCBSF personnel, observation of procedures performed, and testing of certain
identified controls. The nature and scope of E&Y"’s procedures were reviewed with HHS OIG and
General Accounting Office (GAO) staff.

Sections of the Federal Information System Controls Audit Manual (FISCAM) tested and related
findings are listed below:

A._Application Development and Program Change Controls
No exception noted
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DEPARTMENT OF HEALTH & HUMAN SERVICES Ottice of Inspector Genery

Washington, 0.C. 20201

February 11, 1999

Ms. Patricia A. Williams

Vice President

Governmeat Programs Operations A/B
Blue Cross Blue Shield of Florida, Inc.
532 Riverside Avenue

Jacksonville, Florida 32202

Dear Ms. Williams,

The independent public accounting firm of Emst & Young (E&Y) LLP under contract with the
Department of Health and Human Services Office of Inspector General completed its electronic
data processing reviews at Blue Cross Blue Shield (BCBS) of Florida, Inc. and the final report
was mailed to you on January 28, 1999. Two recommendations made by EQY were included in
& memorandum sent to Lamar James and Brenda Francisco of your office during early January
1999. We have received management’s responses to these two separate items.

This letter acknowledges receipt of BCBS of Florida’s management responses and completes the
reporting process. We are listing the two items below with the responses.

FSS-E-98-10 Inadequate Separation of Duties Within the FSS Operator Coatrol File

CONTROL ISSUE:

There is inadequate separation of duties within the Florida FSS Operator Control File. We noted
seven individuals with the ability to both enter claims and turn off edits. These individuals are
responsible for maintaining the FSS edits. However, they are also called upoa to adjudicate
claims on an infrequent basis to support claims operations and provide training to the claims
examiners.

RECOMMENDATION:

We recommend that management review the access authorities of individuals who have been
assigned incompatible functions within the FSS. If management decides that this functionality is
necessary, a compensating control should be implemented.
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Ms. Patricia A. Williams - Page 2

MANAGEMENT'S RESPONSE:

We agree with this recommendation. Management will review the access authorities of
individuals who have been assigned capabilities for both maintenance of the FSS edit file and
adjudication of claims. This review will be completed by March 31, 1999. If management

decides that this functionality is necessary, appropriate additional controls will be developed and
implemented as necessary.

FSS-E-98-11 No Time Stamp on FSS Edits

CONTROL ISSUE:

The FSS audit trail which captures events such as activation/deactivation of FSS edits does not
detail the exact time an edit was turned off and how many claims were processed while edits
were deactivated.

RECOMMENDATION:

We recommend that the Florida Shared System maintainer incorporate a more detailed time
stamp into the audit trail of critical Florida Shared System edits. The audit trail should detail the
exact time the edit was turned off, who turned the edit off, and how many claims were processed
while the edit was deactivated.

MANAGEMENT'S RESPONSE:
Recommendations regarding changes to the FISS need to be addressed to the HCFA FISS Project
Officer for a response.

These reviews are a critical part of the Health Care Financing Administration’s financial
statement audit for the year ending September 30, 1998 and we appreciate the cooperation your
staff has provided. If you have any questions, please do not hesitate to call Jerry Hammond at
(410) 786-2130 or Bruce Randle at (410) 786-9232.

Sincerely, _

<
, /‘L N&' J/Q/‘amm/
Janet S. Kramer

Director, Audit Operations &
Financial Statement Activities

cc: Lamar James, Audit Coordinator
Rick Davis, Corporate Financial Analyst
Brenda Francisco, Acting Vice President, Finance
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WEDICAR .
Received
January 4, 1999 JAN 06 1999
Ms. Brenda Franciso ‘418
Government Programs - Finance & Controls /n ¢ atl
, . oming M
Blue Cross Blue Shield of Florida

18 Tower - $32 Riverside Avenue
Jacksonville, Florida 32202-4918

Re: HCEA Fiscal Year 1998 Fi al S y "
Dear Ms. Franciso:

Clifton Gunderson L.L.C. and Emst and Young were engaged by the HHS Office of Inspector
Geaeral (HHS OIG) to perform certain procedures related to Medicare contractors’ non-claims
activity for the fiscal year (FY) 1998, moommcuonmththmaudnoftheﬂahh&reimnang
Administration’s (HCFA) FY 1998 Financial Statements.

WehvewmplaedtheworkrdnedtoBMCmBhnSlﬂddofﬁoﬁdimdmmbuﬁningw

findings. These findings and your response to the findings have been discussed at the exit
coaference on November 5, 1998.

As discussed in our entrance conference, Emst & Young will opine on HCFA’s Financial
Statements for FY 1998. Since the financial data reported by the Coatractors is included m
HCFA'’s Financial Statements, the findings will be evaluated individuaily and in aggregate, as to
their impact on HCFA’s Financial Statements. Additionally, Emst & Young will issue a report on
HCFA'’s internal control structure and report on compliance with laws and regulations.

We would like to thank you and your staff for the cooperation and assistance we received. Please
do not hesitate to call Mia Leswing or me at (202) 327-6000 if you have any questions.

Sincerely,
Ernst & Young, LLP

77/{(.{‘6,./‘ P

Salim Mawani, CPA
Member
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cc:  Mr. Bruce Randle Ms. Mana Montilla
Office of Inspector Genenal Office of Inspector General
N2-25-10, North Building N2-25.26, North Building
7500 Security Boulevard 7500 Security Boulevard
Baltimore, MD 21244-1850 Baltimore, MD 21244-1850
Ms. Carol Nicholson
Ms. Marybeth Jason
Ms. Sara Smalley

Health Care Financing Administration
C3-09-27, Central Building

7500 Security Boulevard

Baltimore, MD 21244-1850

Ms. Wilma Cooper

Atlanta Regional Office
Region IV

101 Marietta Tower, Suite 701
Atlanta, Georgia 30303-8909
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The Status of Fiadings for Florida BC/BS as of December 28, 1998

Number Description Status
FLB-F-98-01 ALL PIP and Pass-through payments were not reviewed bya  Removed
supervisor.
FLB-F-98-02 Cost report acceptability check list could aot be located. Removed
FLB-F-98-03 Receipts were not posted to the accounts receivable subsidiary Removed
ledger on a timely basis. -
FLB-F-98-04 Account receivable MSP & Noa-MSP amounts reported Final
oa the Part B Form(s)750/751 to HCF A are oot property
suppoxted by subsidiary records.
FLB-F-98-05 Account receivable MSP amounts reported onthe Part A, and  Final
Part B of A Form(s)750/751 to HCFA is not properly supported
by subsidiary records.

FLB-F-98-06 No independent dual entry Medicare General Ledger. Final
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The Status of Fiadings for Florida BC/BS as of December 28, 1998

Number Description Status
FLB-F-98-01 ALL PIP and Pass-through payments were not reviewed bya  Removed
supervisor.
FLB-F-98-02 Cost report acceptability check list could aot be located. Removed
FLB-F-98-03 Receipts were not posted to the accounts receivable subsidiary Removed
ledger on a timely basis. -
FLB-F-98-04 Account receivable MSP & Noa-MSP amounts reported Final
oa the Part B Form(s)750/751 to HCFA are oot property
suppoxted by subsidiary records.
FLB-F-98-05 Account receivable MSP amounts reported onthe Part A, and  Final
Part B of A Form(s)750/751 to HCFA is not properly supported
by subsidiary records.
FLB-F-98-06 No independent dual entry Medicare General Ledger. Final
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HCFA
FY 98 Financial Statement Audit
Contractor Visit - BCBS of Florida
Noa-Claims Disbursements
September 30, 1998

DELETED

11 PP snd Pama- e .

Our sampis of 0 non-claim disbursements included 6 Pass-thru and 6 PIP peyments. During

our westing, we did 8ot note any documentary evidence of supervisory review oo aay of the
seiected Pass-thru and PIP peyments.

The contracior does oot have a policy to perform Supervisory review for ALL PIP snd Pass-thry
calculations.

GAO staadards for internal controls require supervisors to timely review and spprove the
ssigned wark of their safl.

By not performing these reviews, there is an increased likelihood that provider interiaa
peyments may be misstated.

Per Sheri Souers - Reimbursement Supervisor, a supervisor perfarms a review oaly when the
caiculased ssmount appears © be unressonable
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Subyect:
Condition:

Criteria:

Effect:
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HCFA
FY 98 Financial Statemeat Audit
Coatractor Visit - Blue Cross Blue Shield of Florida
Cost Report Settiements
September 30, 1998

DELETED

During the review of the System Tracking for Audit and Retmbursement (STAR) for information, thet
perained (o cne provider, we noted that the costractor could not provide an acceptability checklist 1 suppart
the receipt and post mark dases reflect in STAR.

Ses Contractor's Response.

Offics of Mansgument end Budget (OMB) Circular A-123 spacific controls standerd stetes thet,
the docunentation for rsections, Mansgement coatrols, and other significant events must be
clear and readily availsbie for camination.

Without adequate documentation in the files, we are unable t verify the cost report information incloded i
the STAR

Per Seul Schmnalzar, Supervisor of Internal Quality Cantrol, the Acceptability Checkiist for the provider
couid ot be located. In addition, dus %o this provider's involvement ia a frand case for 1995, the 1996 cont
report was requested immediately from the provider, and may not bave gone through the aormal acceptabiliey
process.
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Subject:
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HCFA
FY 98 Financial Statement Audit
Coatractor Visit - Blue Cross Blue Shield of Florida
Cash Receipts
September 30, 1998

DELETED
Receipt was not posted 10 the A/R subsidiary ledger on a timely basis.
During our testing of cash receipts for the first quarter, we noted that seven of the thirty samples
were not posted W the A/R subsidiary ledger until the second quarter. The seven receipts pertain
to claims overpaid 1o providers in Part B.
Per Bobbi Black, Supervisor of the Receipts Unit of the Finance Services Department, the receipts

were catered in the system as open cash receipts o 12/23/97, but due to the holidays, the A/R was
not resolved until 1/3/98.

Office of Management and Budget (OMB) Circular A-123 states that transactions should be
promptly recorded, property classified, and accounted for in order to prepare timely accounts and
reliable financial and other reports.

Could result to an overstated A/R in the HCFA 750/751 report.

Contractor agrees
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Subject:
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- HCFA
FY 98 Financial Statement Audit
Coatractor Visit - Blue Cross Blue Shield of Florida
Accounts Receivable Balances
September 30, 1998

Account receivable MSP & Non-MSP amounts reporied ca the Part B Form(3)730¢/751 to HCFA are not
property supported by subsidiary records.

The contractor could aot sppont the following MSP & Noo-MSP amounts.

-/ L)
Tyse Componamt Asmount Une fam
[ =~ ¥—— T L Pwage =& Pl ]
PopmcariSupster 1234081 veswm Y
Seneticary L7 Preosd S Pms
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. $ 198 Proew S Pams
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- 1 39

The contractor has not developed & tracking % sccunsuiets all tamsections thet support Noo-
MSP fine Se amounts aa the HCFA Form 751. The GTE subsidiary ledger report wsed 1 support tine Se is
oot capuwring all adjustments recarded by the contracter, however the GTE ending balance report is capturing
all curent year activity. When each GTE 751 kne ftem report is footed, e adjustment of 34,632,512 s
added 10 ine Sa in arder © agree the footed ssaount W the GTE 731 ending belance report.

Balances reported w0 HCFA should be supported with detail subeidiary ledgers.
nadequate subsidiary ledgers/records may resukt in potentially unsupported finsacial statement amounes.

There is a workgroup thet is continaily performing in-depth analyses on the reports that are genersted by
GTE for CFO reporting. On 2 quarterly basis, a detailed review of each lime of the GTE H751 report is
conducted (0 validate the Acoounts Receivable deta

Thnmmd-iqdmna:hlnbmkynwm The detad for
each line is slso sconmed for wmsual tems. Afier suy wmsusl items are investigated, the sppropriste mamsel
adjustinent and/or system correction is submitted. The massel adjustments remain i place watil the identifiod
systema changes aad/or’ cahancements are i by GIE or imternel senagement Additionsl isswes
miy aise from Ge quality sadits sad daily sctivities of §s Finencial Sarvices ares. 30fT is contimmelly
edncsted 10 mositor activities & © how they mmpact CFO. Daring FY1998, s workgroup performed »
special review of the system specifications for te H751 GTE report 0 ensure all activity wes being reparted.

The workgroop has worked over the last year (o reduce the unsupported amount from $39212,136 In
FY1997 1o the current smount of $4,632,512. This is a reduction of $34,579,5674 or $38%. The workgroup will
continne 0 research e unsupparted smounts m FY1999 and coordinate resobution of GTE changes o
process enhancements.
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HCTA
FY 98 Financial Statement Audit
Coatractor Visit - Blue Cross Blue Shield of Florida
Accounts Receivable Balances
September 30, 1998

Account receivable MSP amounts reported on the Pant A, and Purt B of A Form(s)750/751 0 HCFA s ot
properly supported by submdiary records.

The contractor could not support the following MSP amounts.

WeFA 151
Tyoe Component Ameum Line
- T 1713481 . Poes T A
uer ORI e 1 A
T 1%
o $ AmMen Froe % Panta
uoP (1.0R.218 resen % Pat A
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The contractor developed a MSP Dbase system report during the 3* Quarter FY 98 to identify adjustments ©
lime 1 (Opening Balance) at are reported an the HCFA Form 751. However, the contracior's repart can sot
identify those adjustments ©© Line | (Opening Balanace) that occwred from October 1, 1997 trough the ead
of the 2 Quanter 1998. Deue to this system/program error, the contractor reclessed unsapported smousts
from bine Sa ©0 5ios | on the HCFA Form 751. : :

Balances reported to HCFA should be supported with detail sobsidiary ledgers.
Inadequate subsidiary ledgeryrecords may resalt in potentially wnsupported financial statement
samounts.

Caontractor sgrees with the finding, however, states that several manual processes are in piace that will
alleviste this condition for future penods.

In 598, HCFA performed s review of the CFO reparts and processes. At the end of their review, the
fiuctuation in the beginning balance on the DBASE reports was documented in their report. BCBS of Flonda
responded that &3 of 5/98 reports are being generated from the DBASE system that document the cases that
canse the shift in the beginning balance, but & particn of the fucmation is due 10 cases thet changed prior ©
crestion of the explanstary DBASE reports m /8. BCBS OF FLORIDA cootinued manuel efforts ©
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idansify the cases that caused the shift in the beginniag baksmce, but dus 1 the velume of cases, sspecialy |
the IRS Data Match ares, ws ware oot sbbs 1o ideatify all cases. .

Subsequent 0 HCFA's review, we produced the %98 report to Uack the ransactions at comsed the MSP
beginmung balance 0 change, however, the report did act heve all the data nesded 10 identify the Tansactions
that caused the change. We have enhanced the reports for the 12/98 CFO report Copies of the reports caa
through 1 2/3/98 were reviewad with £ & Y during ther audit. The reports aow have the needed data to allow
the Tansacnoas w0 be idenafied and applied 0 the appropnate lines (i.¢.. collectiona, aew receivebles,
transfers). {n FY 1999, tus wmill not be an 1ssue because all shufts i the beginning balance Grom the %98
endmg balance will be idenufied on the OBASE reports.
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719786
HCFA
FY 98 Financial Statemeat Audit
Coatractor Visit - Blue Cross Blue Shield of Florida
General Ledger
September 30, 1998

Subjest: No independant dual entry Medicare General Ladger.

Condiuoa: The coutractor does oot meintain an independent dual entry general ledger accounting system for Medicare
operations. Rt 13 our understanding tat HCFA is developing 2 standard general ledger, which will be
provided to contractors for claita processing systems.

Canse: Ses Conditioa

Critena: The OMB Ballatin 94-01 recruires that financial ststaments be e caiminstion of 2 systematic accounting
process. The stmsements shall resukt from s accounting sysem Gt is an imtegral part of 2 weal finencial

Effect: All aspects of a ransaction, while in process, may oot be clearly accounted for and documented.

Response: cm“mumm.mummnhmummw
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The Status of Findings for Florida BC/BS as of December 28, 1998

Number Descriptioa Status
———
FLRB-F-98.01 ALL PIP and Pass-through payments were not reviewed bya  Removed
SUPETVISOr.
FLB-F-98-02 Comnt repornt acceptability check list could not be locased. Remaved
FLB-F-98-03 Reeeipts were not posted to the accoumts receivable subsidiary  Removed
ledger on a timely besis.
FLB-F-98-04 Account receivable MSP & Non-MSP amounts reported Final
on the Part B Form(2)750/751 to HCF A arc nat properly
supported by subsidiary records.
F1.R-F-98-0S Accoumt reccivable MSP amounts reported on the Part A, and  Final
Part B of A Form(3)7507751 w HCFA is not property supported
by subsidiary records.
FLDB-F-98-06

No independent dusl entry Medican: General Tedger. Final
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Subjeet:

Criteria:

flect:

Responce:

HCFA
FY 98 Flaancial Statement Andit
Coatrector Visit - BCBS of Morida
Noa-Claims Disbursements
"~ Septamber 36, 199

DELETED

AN PIP and Pasp-thry oavicnia are not ryvigwed by § sunsrvisg

Our sutple of 10 son-ctaim diaburscmcats nchuded 6 Pua-tww and 6 MP peymcats.  During
our eatimg. we Jid nt note any documcntary cvidence of supervisory review oo sty of the
scicewed Pass-unry snd PIP puyments.

The ciwntracior does nat Aave 3 pohicy (o perform Supervisory review for ALL PIP and Puss-thry
calculanons.

GAQ sandards for imcraal cCORMIols requine peryinor t tiksely revicw and spprove the
amigned work of their statY. :

By o0t performing these revisw<, thore is an incressced likelibood that provider imerim
peyments ey be mapstased.

Per Sheri Soucts - Reimburscraent Supsrveane. 2 superyeor performs 3 review oaly when the
caiculated amount appcars © be varcssooubic.
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HCFA
FY 98 Flaascial Statcment Aundit
Couatractor Visit - Blue Cross Blue Shield of Florida
Cost Repart Scttiements
Scptember 30, 1998

DELETED

During te revicw of the Symem ['racking for Audit ead Reimbunement (STAR) for information. that
purtmued 10 0a¢ Provider. we aotad tha the conractor could not provide s sccoptabllity checkha 10 suppont
the receigt and post marh. dutes retiect in STAR.

Scc Conmrucior's Responsc.

Office of Managemen: and Budget 1OMB) Circular A-123 specific controls stmdurd wistes tha

the docurmentation for TEDERCHIONS. MaNAgEMCE coatrols. and uther ugnificant cvents muxt bs
clcur and readily aveilabic for cxaminatmn.

M?“thﬂh&wm“&nvﬂymmmwﬂ“h
the STAR.

Per Seul Schmetrer. Sepervisor of Internal Quality Control. the Accopusbility Check list for e
could not be incated.  In addition. duc w this pruvider's mwalvement in o frand casc for | 995, the 1996 com

rcport was requenied immediately from the provider, snd mwry not have gnac throogh the nurmal scoeptability
peocess.
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HCEA
FY 98 Financisl Statement Audit
Coatractor Visit - Blue Crosa Bluc Shield of Florida

Cash Receipts
Scptember 30, 1996

DELFETED
Receint was not posted 10 the A/R subsidiary ledger on u timely besi.
During our lesting of cash receipes for tbe flrst quaner, we nuicd that seven of the thirty smpics
were not postad o the A/R subsidiary lodger until the vecond quaner. The seven reccipts pertain
to claims overpeid to providers 0 Part U,
Per Bobbi Blach, Supervisor of the Recemes Unit of the Finance Services Dopartment, the 4

_ receipts
werc cnicred 8 the system as open cash receipts on 12:23/97. but duc o the holidays, the AR was
not resolved sotil 1/5/9R

Office of Management and Rudget (OMB) Circulsr A-123 satss that ransactions should be
promprly recorded. properiy classified. and accountcud for i order 1o prepare timely sccounts and
reliabie financial and other reports.

Could result 10 an overstmed A/R in thc HCFA 750/7S1 report.

Contractor agsees
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Subject.

{ ondivon:

Critena:
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NCFA
FY 98 Fisancial Statement Aundit
Coatractor Visit - Blue Croes Blue Shield of Florida
Aeccouats Receivable Balances
Scptember 30, 199%¢

Account rocciveble MSE* & Non-MSP amounts reported un the Pan B Formi €)730731 10 HCT A ore amt
property seppunied by wbtidiary records.

The conmractur cuuld not sappon the followiag MSP & Non-MSP smownts.

WRERY

Une tem
L L]
e Ped
S Pand
Se Lo
- s

The contravtor has not developod a traching feport/system W sccumaisee all transections thet wpport Non-
MSI? finc Sa smounts on the [ICHFA Form 751, The GTV: ssbsidiary kiger report weed © support linc Se s
nol capsering al) adjustments reconded by the contrector. hewever the GTE ending halance report is

all current year actuvity. When ench (7TE 73t ime em repurt in footcd. an adiseeemt of $4.432.312 i
added o ling 38 in ordey 10 sgree the fooked ameunt 10 the GTY. 751 endiog baleace report.

Relunces repored © HCF A dwneid be supponcd with deweil subwidiary ladgers
Inadeyumte SuDsSIdtary icdgeryrecrnh may result in potcntisily omsuppuried fneacial stsement amounts.

There 5 3 workgroup that is comtmesily perfurmmg in-depth snslyscs on the seports the arc gemcrascd by
GTE for CFO reparung. On a quastcrly bexin. o detsiled revicw of each line of the GIE HTST repont
conduced 0 validete the Accounts Reccivabie dets.

The review consias of sampling of e on ench line 10 easure they ere rvporied approprisscly. The denil for
cach lioe 5 sbw scanncd for unysusl ems. Aller any unetial Bcins arc myvenigetnl, e 3PProprists mansal
adjesment and/0f Ty IS COTTCCOON i submitted. The cuanal adiustments revwmin i place antil te identified
system chenger and/or enhancements arc implemcead by (GTE or imecroal management. Additionsl isyues
Muy wrige (rum the Quality audits and daily sctivities of e Finmcial Sorvicwy sres. Sl is contimeally
cducated 1o munitor activities a8 10 bow they impest CHO. During FY 199, e wewrkgroup perferned =
special review of the symam spectfications for the H73 | GTE. repan © caswre all activity wan being reported.

The workgroup hat worked over the Inst yewr 10 reduce the wasupponcd spowst from SI9212186 Ia
FY 1997 10 ihe current amount of $4.632.512. This is & reducison of $34.579.674 or 88%. The warkgroup will

contrauc w0 roxcarch the unsupported amounts 1n FY' 1999 and coordinate resoivtion of GTE changes or
process cahancements.
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HCFA
FY 98 Flaaacial Statement Andit
Coatractor Visit - Biuc Cress Blue Shield of Florida
Accounts Recetvadic Balasens

Acscount receivable MSP amounts reponicd un the P'art A and Pant 1 of A Formis)75(v731 10 HCFA iy nut
pruperly supporyed by ashaidiary records.

The comracior souki not suppont the fullawing MSP smuenic
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The coniractor developed 3 MSP Dbase system repnet during thie 3 Quaner FY 9 1o idemtify adjustmens to
liac { (Opcaing Ralencs) tat arc reponed on the KCFA Forma 751, 1lowever. the contracior’s repon cmn oot
identify thosc adiustments (o Line | (Opcning Balance) thet ocaurrwd from October 1. 1997 through te cad

aof e 2™ Quancy 1998, Due 10 this v Slem/Program orror. the coDIcior reciatted UNSUPPONCd WROUNES
from Linc 3¢ 10 line | on the HCFA Ferm 731.

Balances reported 10 HICTA should be sapponcd with detail ssbnidiry ledgerns.

Inadoquaic wbzidiary ledgersireconds may result i potcatially wnsupparted financial statesvent
WNOUNLS.

Contrscior agress with the finding. however, <tates that several manual processes are in place that wil
slicviaie this comdition foe fotare periods

in 598 HCFA perfaormed 2 review of the CFO roports snd trocesses. At the end of their review. the
fluctuation n the heginning balance oa thie DBASE reports was documeniad m thetr report BCDS of Florida
responded it as af 5498 reports arc bemg gencraicd from the DRASTE system that document the cascs it
causc the shift in the beginnng balance. but a portoa of e fluctuation is due o coes that changed prioe W
creauon of the cxpianstory DBASE repont in 398, 3CHS OF FLORIDA comtinued manual efforts 10
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idenisly e cases VWt couscd (he siuf) in B Degarming halance. hut duc 10 the volume of cas. epecially in
the (RS et Match arca. we wers not sbis © idemify il cancs.

Subesquant th HCT'A's roview. we pruduced the /98 report (o truck the tramsactions thet caused the MSP
bonnnng helance ta change: huwever. Uss report did mn have all ihe data acoded 10 identify the tmnmactons
that covaed the change. We have gnhvanced the reparts for te 1298 CFO repart. Copiet of te reports ran
thraugh [ 27398 were reviewed with T & Y dunag their sudi. The repons now heve the aesded dals W dllow
the transactions 1o Be ideolified and spniied 10 the sproprelc line (1.¢.. collctiunt, acw recsvabies,
transfers). In Y 1999, this will not De un neuc boecaune ol Mifts m Lhe begnnang halance from the S
ending dbaiance wal be xieni:fied on the NLANE repoura.
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FLR-+ N 40
HCFA
FY 98 Flasncial Statement Audit
Costractor Visit - Blue Croes Blue Shicld of Floridas
General lodger
Scptember 30, 19%

Suhycct Nou indopendent dunl entry Modivare General Ledger.

Condition, The contractor Joet ROt maintain an Indopendent dual eatry geownsl IodacT sccounting syseem (or Medicare
aperanons. R is our wnderitsnding thet 11CFA b Jevelopmg 8 standwrd peacral ledger. wiich will be
provided o comructors for claim proccumng FYSleme.

Causc: Se¢ Condntion

Critena. e OMB ulictim 9401 reguuwres thet fnencial stetementy be the cubmmnaton of « sy sicIatic acceuncing
process. The satements shall renht from an sceountng sysiem that is an imacgral purt of o 10tal fencial
management sysicRl, conlaimag suflicient structure. cffeciive internal controb. and eclinhie data.

fTect. Al wapacts of » ransaction. whilc in proccss. My 10t be clearty sccounted for and docurmented.

Rosporas:

Canacwr agrocs with the finding, howcver. stacs that manus! procoecs are in place 10 rocord and document
ransactons
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HCFA
FY 98 Financia! Statement Audit
Coatractor Visit - Blue Cross Blue Shield of Florida
Accounts Receivabie Balances

September 30, 1998

Account receivable MSP & Non-MSP amouris reported on the Part B Form(3)750/751 w0 HCFA

are ant rennerty armnnrted by subcidiary recorde
are oot pronerly &rphorfied DY SUDAICIATY Mecontt.
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mwmummmmAmm The GTE ssbeidiary ledger report

used 10 support line 3a 18 0ot capiuring il afjestmiets rCoTdNd Uy s CaRIacL. Bowever (e

mmmmum‘aﬂmwm When each OTE 751 liae tem
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smount 10 the GTE 751 ending balance report.

Balances reporsed 0 HCFA shouid be supparted with detail sobsidiary ledgers.

Inadequate subsidiary ledgers/records may resalt in potentially unsupportad financial suscoent
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FLB-F-970¢
HCFA
FY 98 Financial Statemeat Audit
Coutractor Visit - Blue Cross Blue Shield of Florida
General Ledger
September 30, 1998

Subject: No independent dusl entry Medicare General Ledger.

Coadition. The contractor does Dot maineain an independent dual eatry geoeral ledger acoounting system for
Medicars operatioas. It is our understanding that HCFA is developing s standard geoeral ledger,
which will be provided to contractors for clsimn processing sysiems.

Criteria: The OMB Bulletin 94-01 requires that financial stasemnents be the culmination of a sysematic
sccounting process. The statements shall result from an accounting syseem thet is an meegral
mdawhﬂwmmﬁammw
comtrois, and relisble data.

Effect:

umdammmmmuumwumm
Response: See Condition

TATAL P.9=
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HCFA
FY 98 Financial Statemeat Audit
Coatractor Visit - Blue Cross Blue Shield of Forida
Accounts Receivable Balances
September 30, 1998

Acocount receivable MSP smounts repocted oa the Part A, and Part B of A Form(s)730/751 ©
HCFA is oot propexty supporsed by subsidiary records.

The coatracsor could oot support the following MSP emounts.
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The comtractos developed 2 MSP Dbase system report during the 3* Quarser FY 98 10 identify
adjostoents 10 line 1 (Opening Belance) that are reporsed on the HCFA Poem 751. However, the
contracne’s report cag aot identify those adjustments w Line 1 (Opening Belance) that occurred
from Ocsober 1. 1997 through the end of the 2* Quarter 1998. Due 10 this syssem/program error,
the coatracsor reclassed uasupporied smournts from line 3a 10 line 1 on the HCFA Form 751.

Belances reported to HCF A should be supported with detail subsidiary ledgers.
amounts.
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SERVICE OPTIONS, INC.

CURTIS W. LORD
PRESIDENT
CHIEF EXECUTIVE OFFICER

May 28, 1999 RECEIVED

JUN 03 1999
Office of Audit Sycs.

Mr. Charles J. Curtis

Regional Inspector General

Office of Inspector General-Office of Audit Services
61 Forsyth Street, S.W.

Atlanta, GA 30303-8909

CIN: A-04-99-03012

Dear Mr. Curtis:

This is in response to your letter of April 29, 1999 regarding the draft report entitled, Assist Audit of
HCFA's FY 1998 Financial Statements at First Coast Service Options, Inc. (FCSO).

FCSO has made a concerted effort to improve the quality of claims processing and safeguarding against
inappropriate Medicare Trust Fund expenditures. To achieve such a goal requires a dedicated
organization composed of vital components (such as provider registration, claims, medical review, data
analysis, fraud and abuse, beneficiary/provider outreach and debt collection) all working in unison to
ensure a sound Medicare benefit management strategy is in place.

We have strived to improve our performance year after year by using the recommendations and
performance improvement plans resulting from past CFO Audit findings and Contractor Performance
Evaluation reviews. This is evidenced, in part, by our reduced claims payment error rate, which is 2.6%
according to the 1998 CFO Audit--considerably improved over 1997’s 10%. We are developing
processes to monitor this error rate on an ongoing basis, through a simulation of the audit process to
identify and aggressively attack the causes for the errors. This will provide an additional data source for

the identification of program safeguard issues.
In your draft report you outlined two recommendations which we have addressed as follows:

Report Recommendation:

We recommend that FCSO initiate recovery of the overpayments and periodically provide us with the
status of recovery actions.

FIRST COAST SERVICE OPTIONS, INC.
532 RIVERSIDE AVENUE, JACKSONVILLE, FL 32202
TELEPHONE: (904) 791-8090 FaX: (904) 791-8078 E-MAIL: cwlord@ibm.net

*7578-1298 PS
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Comments:

We agree with the overpayments identified in the report. Thanks to the close working relationships our
respective staffs have had on this project, the results and recommendations associated with the claims
review are nearly complete. To date, we have recovered 94% of the dollar overpayments identified.
Once we receive the reporting format from HCFA, we will begin the ongoing reporting process.

Report Recommendation:

We recommend that FCSO address the recommendations made by the independent auditors and
provide us a copy of FCSO’s responses with respect to EDP controls and non-claims activities.

Emst and Young LLP conducted several reviews and subsequently released the following reports (see
your Appendices C and D):

e Application Controls Review of the Common Working File at Blue Cross Blue Shield of Florida, dated
August 1998

Follow-Up EDP Controls Assessment at Blue Cross Blue Shield of Florida, dated August 1998
Follow-up Application Controls Review of the Florida Shared System (FSS), dated September 1998

Application Development and Program Change Control at FSS Maintainer - Blue Cross Blue Shield
of Florida, dated August 1998

e HCFA Fiscal Year 1998 Financial Statements Audit, dated January 1999

Within each report EXY outlined their recommendations/findings and also included our responses, and
where appropriate, corrective actions we have undertaken. Our responses were included in the draft
report you sent to us, therefore we did not think it necessary to repeat them in this letter.

. We appreciate the opportunity to review and provide our comments prior to the report becoming final. If
- you have any questions, please contact Mike Davis at 904-791-8795.

é@wﬁ@

Curtis W. Lord




